NHCTPYKIIUA
o 00palleHHIo0 CO CpeACTBAMH KpUnTorpaguyeckoi 3amuThbl HHGOPMAHH
B MAOY IO r. besoropck

1. TepmuHbI H onpeneneHHus

1.1.Mcxomnast kmodeBass WHPOpPMAIUI — COBOKYNMHOCTH  JAHHbIX,
NpeIHa3HaYEeHHBIX AJIS BRIPAOOTKH 10 OIpeAeTeHHBIM IPaBUIaM KPUIITOKITIOYEiT.

1.2.KiroueBass uH(QOpMaIus — CHENHUATBHBIM 00pa3oM OpraHH30BAHHES
COBOKYIIHOCTH  KpPUIITOKJIIOUEW, IpenHa3sHaueHHass IS OCYILECTB/EHUs
KpHANTOrpa@uyeckoi 3amuThl “HGOPMAIHY B T€YSHUE OIIPEIEIEHHOTO CPOKA.

1.3.KiroueBoii 6;10KHOT — HA6Op OYMaXKHBIX KIFOUEBBIX JOKYMEHTOB OJHOTO
BHJa (Tabmui, nepdoneHt, nephokapT U T.I1.), COPOLUTFOPOBAHHEIX U YIIAKOBAHHEIX
II0 YyCTaHOBJICHHBIM IIPaBHJIaM.

1.4 KnroueBoif JTOKyMEHT — (HU3UYECKHH HOCHTENb ONpenescHio
CTPYKTYpPBI, COZEpXaIlUil KIIOYeBYI0 MHMOpPMAIUIO (MCXOMHYIO KIIOUCEY It
HHQOpMALIMIO), a TIPd HEOOXOMUMOCTH - KOHTPOJIBHYIO, CIIyKeOHYIO
TEXHOJIOTMYECKYIO UH(DOpMAITHIO.

1.5.KimroueBoli HocuTenb — GUIWYECKUH HOCHUTENb  OTpeNeeHHOI
CTPYKTYPBHI, IIPEIHa3HAYEHHBIM IS pa3MelleHus] Ha HeM KITFOYeBON HH(pOpPMAillili
(McxXomHOH KITFOUeBOM WHGOPMAITHH).

1.6.KommpoMeTanyss KpHUITOKIIOYAa — XHWIIEHWE, yTpara, pasriiallieHHue,
HECaHKITHOHHPOBAaHHOE KONMPOBAaHWE M IpyrHe IPOUCIIECTBUS, B pe3yibTare
KOTOPBIX KPHUIITOKIIFOYH MOTYT CTaTh JOCTYIIHBIMUA HECAHKIIMOHUPOBAHHBIM JIUIIAM
U (WIK) IIporieccam.

1.7.KonTponupyemasi 30Ha — TEpPUTOPHS O0BEKTA, HA KOTOPOH HUCKITIOUEHO
HEKOHTPOJIUPYEMOe IIpeObIBaHNE JIUI] UITH TPAHCIIOPTHBIX CPEICTB.

1.8 Kpunrorpadudeckuit ximod (KPHUITOKIIIOY) — COBOKYIHOCTEH JAHHEI,
obecrieurBaromas ~ BBIOOp  OZHOrO  KOHKPETHOTO  KPHUOTOrpaduuecKkoro
npeoOpa3oBaHUsl M3 YHCIa BCEX BO3MOXHBIX B JAHHOMW KpHITorpaduuecioii
CUCTEME.

1.9.ITone3zoBatens CK3U — ¢usuyeckoe JIHIO, HENOCPENCTEEHH
JOIyIIeHHOe K paboTe €O CpeAcTBaMH  KPHNTOTPa(QUUECKOW  3allHThl



uHbOpMaIuu.

1.10. PexxumHBIE TOMEIIEHUS — TIOMEIICHHUS, TJ€ YCTAaHOBJICHBI CPEICTBA
Kpunrorpadguueckon 3amuThl UHPOPMALIUUA WU XPAHSATCS KIIOUEBbIE JOKYMEHTHI
K HHUM.

1.11. CpenctBo  Kpunrorpaguyeckod  3amuThl  HHGOpPMAIUU — —
KPUNTOCPEICTBA, MPEAHA3HAUCHHBIC IS 3alIUThl WH(GOPMAIIMU, HE COAepKallei
CBEJICHUH, COCTABIIAIOIINX FOCYAapCTBEHHYIO TailHY.

a) cpenctBa MM(POBAaHUS — ammapaTHble, MPOTPAMMHBIE U amIapaTHO-

MIPOrpaMMHBIE CPEJICTBA, CUCTEMBI U KOMIUIEKCHI, PEATTU3YIOIINE aJITOPUTMBI

Kpunrorpadguyeckoro npeodopasoBaHusi UHPOPMALMA U TPeIHA3HAYCHHbIC

JUIA 3alluThl MHGOpMALMU NpU Nepesade Mo KaHajlaM CBs3M U (WIK) AJis

3alUThl  MH(QOpPMAMM OT HECAHKUMOHUPOBAHHOTO JIOCTyNa IpU €€

00pabOTKe U XpaHEHUU;

0) cpeAacTBa UMHUTO3ALIUTHl — anmnapaTHble, TPOrPaAMMHBIE MU aIapaTHO-

MIPOrpaMMHBIE CPEJICTBA, CUCTEMBI U KOMILJIEKCHI, PEATU3YIOIINE alITOPUTMBI

Kpunrorpaduueckoro npeodpa3zoBaHusi HHPOPMALUU W TMpPEJHA3HAYEHHBIE

JUIS 3alIUThl OT HAaBSI3bIBAHUS JIOKHOM HH(OpMaLInY;

B) cCpeAcTBa JJEKTPOHHOW 1U(POBOM MOANUCH —  anmnapaTHbIE,

IpOrpaMMHBIE U alNapaTHO-NPOTrpaMMHbBIE CPEJICTBA, 0O0OECIeUHNBAIOIINE Ha

OCHOBE KpuUnrorpaguueckux mpeoOpa3oBaHUl peaiu3aIuio XoTs Obl OJHOU

U3 CIeAyrmnuX (YHKUUNA: CO3JaHUE DJIEKTPOHHOW HU(POBON MOANUCH C

MCIIOJIb30BAaHUEM 3aKPBITOTO KJFOYa AJIEKTPOHHON HU(GPOBOWM MOAMKCH,

MOATBEP)KIECHUE C HCIIOJIB30BAHUEM OTKPBITOIO KIIOYa SJIEKTPOHHOU

udpoBOM MOANMUCH TOMJUHHOCTH AJIEKTPOHHON IU(POBOM TMOIIKUCH,

CO3JIaHUE 3aKPBITBIX M OTKPBITBIX KIIOUEH DJIEKTPOHHOW IMPOBOM

HOJIINCH;

I) CpeacTBa KOOUPOBAHMS — CPEACTBA, pPEATU3YIOLIUME AITOPUTMBI

Kpunrorpaduyeckoro npeoOpa3oBaHust HHPOPMALIUU C BHITOJIHEHUEM YacTU

npeoOpa3oBaHusl IyTEM pPYYHBIX ONEpaluid WM C HUCIOJIb30BAHUEM

aBTOMATU3UPOBAHHBIX CPEACTB HA OCHOBE TAKUX ONEPALIHiA;

1) CpPEICTBA M3TOTOBJICHUS KJFOUEBBIX JOKYMEHTOB (HE3aBUCHUMO OT BHJA

HOCHTEIS KII0UeBON HH(POpMAIUN);

€) KJIIYEBbIE JOKYMEHTHl (HE3aBHCHMMO OT BHJA HOCHUTENS KIIFOUEBOU

uHbopMaIum).

2. OO0Oume MoJIoKeHHUs
2.1. Hacrosimas  WHCTpykius 1o  oOpalieHH0 €O CPEACTBaMH

kpuntorpapuueckoit 3amutsl nHGopmarmu B MAOY IIJIO/I r. benoropck (nanee
— UHcTpykuus), onpenesnser nopsaok oOpauieHus, pa3MeIleHus, XpaHeHus1, yueTa



U yHuutoxeHus, cepruduuupoBanubix DPChb  Poccum  mmdpoBambHBIX
(xpuntorpaduuecknx) cpencts 3ammrthl nHpopmanuu (ganee — CK3U), a taxxke
OTBETCTBEHHBIX 3a dKkcruryaTanuio CK3H.

2.2. Uuctpykuus pa3paboTaHa B  COOTBETCTBUM CO  CIEAYIOIIUMHU
JIOKyMEHTaMHU:

— «IlonoxxeHnne o pa3zpabOTKe, MPOU3BOJCTBE, PEATU3ALMN U SKCIUTyaTaluu
mPpoBatbHBIX  (KpUnTorpaduyeckux) CpeAcTB  3allUThl  HWH(OpMAauu
(ITonmoxxenne T1K3-2005)», yrBepxaeHHoe nmpukazom PCb Poccum ot 9 depas
2005 r. Ne 66;

- [Tpukaz ®AIICHU npu Ilpesupente PO ot 13 urons 2001 r. Ne 152 «O6
yTBepkIeHun WHCTpykiuu 00 opraHu3aiuu U oOecreyeHun Oe30MMacHOCTH
XpaHEeHUsI, 00padOTKU U Mepefadn Mo KaHalaM CBSI3U C MCIOJb30BAHUEM CPEICTB
Kpuntorpadguueckoil 3amuThl WHOOPMALMK C OrPAaHUYEHHBIM JOCTYIOM, HE
CoJIepoKalllel CBEICHN, COCTaBIISAIOIIMX I'OCYTapCTBEHHYIO TalHY»;

— [Ipukaz ®CB Poccum ot 10 wutons 2014 1. Ne 378 «OO0 yTBepxkaeHUH
CocraBa u cojep:kaHUsi OPraHU3alUOHHBIX U TEXHUYECKUX MEp MO 00ECIeUeHUIO
0€30MacHOCTH NEPCOHAJBHBIX JAHHBIX MPU UX 00paboTKe B MH(POPMALMOHHBIX
cUCTEMaX NEPCOHATIBHBIX JTAHHBIX C UCITIOJIb30BAaHUEM CPEICTB
Kpuntorpadguueckoil 3amuThl UHGOPMAIUU, HEOOXOAUMBIX JIS BBITOJIHEHUS
yctaHoBieHHbIX [IpaButenscTBOM Poccuiickoit @enepanuu TpeOOBaHUMN K 3aIIUTE
MEPCOHAIBHBIX IAHHBIX JJISI KaXKJI0TO U3 YPOBHEW 3alIUIIEHHOCTI.

2.3. TpeboBanus Hacrosmer WMHCTpyKIUM SIBISIOTCS 00S3aTCIBHBIMHU IS
ucriogHeHus Bcemu pabdotHukamu MAOY IIJIOJI r. bemoropck (mamee —
Yupexaenue), ucnoJib3yrouuMmu B cBoet padote CK3U.

2.4. Bce paboramku VYupexaenus, wucrnonbidytomue CK3U (mamee —
nonb3oBaten CK3U), nomxHbl ObITh 03HAKOMJICHBI ¢ TPEOOBAaHUSMHU HACTOSIIEH
NHCTpyKIIMK 1TOJ POCIIUCH.

2.5. Hacrosmas WHCTpyKumsl SBISETCS JOMOJHEHHEM K JICUCTBYIOIIMM
JIOKaJIbHBIM HOPMAaTUBHBIM akTaMm (BHYTPEHHHUM JOKYMEHTaM) IO BOIpOcCaM
oOecrnieueHrss 0€30MacHOCTU CBEACHUI KOH(PUACHIMAIBLHOTO XapakTepa, B TOM
YHCJI€ U IEPCOHATIBHBIX JIaHHBIX, U HE UCKIIIOYAET 0053aTeIbHOTO BBIMOJIHEHUS UX
TpeOOBAHUIA.

2.6. Ilo BceM BompocaM opraHu3zalMu H obOecreueHus Oe30MacHOCTH
XpaHeHus, 00padOTKH W Tepefadu Mo KaHajlaM CBsi3M ¢ ucrnonb3oBanueM CK3U
CBEJICHUN KOH(MUICHIIMATHLHOTO XapakTepa YUpexkJeHue o0s3aHO 00pamaThes K
opranuzaruu-iunen3uaty ®Cb Poccun u BEIIOTHATE €ero TpeOoBaHusI.

3. OTBeTcTBEHHBIE JIUIA



31. B YupexxneHuun OTBETCTBEHHOCTH 3a JKCILTyaTaLUIO

ceptudunmpoBanubix CK3U, necyr:
a) OTBeTCTBEHHBIN 3a obecrneueHne 0e30MacCHOCTH MEPCOHANBHBIX JTAHHBIX

B MH()OPMAIMOHHBIX CUCTEMaxX MEPCOHAIBHBIX AaHHBIX (nanee — OTBETCTBEHHBIN
3a obecrnieuenue OeszonacHoctu [1/ln B MCII/[IH), Ha koTOporo Bo3iIararoTcs
00513aHHOCTH TIO:
- BBIIIOJIHEHUIO MEPOINPHUATUN 1O 00€CHeYeHHI0 (PYHKIMOHUPOBAHUS H
oe3onacHoctH, npuMeHsieMbIX CK3M B COOTBETCTBUM C yCIOBHUSIMHU BBIJTAHHBIX Ha
HUX CEepTU(PUKATOB, a TAKXKE B COOTBETCTBUHU C IKCILUTyaTAIIMOHHOW U TEXHUYECKON
JOKYMEHTAIMEN K 3TUM CPEACTBAM,;
— oOyuenun nui, ucnoisdytomux CK3U, mpaBunmam pabotei ¢ CK3U wu
BblJau€ «3aKIOYEHUsI O MOJATOTOBKE M JIONYCKE K CaMOCTOSATEIbHOU paboTe co
CpEICTBAMHM KpHUNTOrpauuecKol 3aliuThl HHPOPMALHUW» MO PE3yJbTaTaMm
IPOXOXKAECHUS 00yUYEHNUS;
- sk3eMIuipHoMy ydery CK3U, »5kcIlyaTallMOHHOM UM TEXHUYECKOU
JOKYMEHTAIUU K HUM;
— y4eTy JIuIl, TONyIIeHHbIX K padote ¢ CK3U;
— KOHTPOJIIO 3a COOJIIOJICHUEM YCIOBUM Hcnoib3oBaHus u xpanenuss CK3U B
COOTBETCTBHUM C DKCIUTyaTal[MOHHOW M TeXHHYeckor gokyMeHTtauueit Ha CK3U u
Hactosmen MacTpykuuen;
— paccieloBaHUI0 W COCTABJICHHUIO 3aKIIOYEHUU MO (akTaM HapylIeHHUs
ycnoBud ucnonb3oBanuss CK3UM, koropele MOryT MpPHUBECTH K CHHKEHUIO
TpeOyeMoro ypoBHs 0€30macHOCTH MH(OpMAIUK U pa3pabOTKe, U MPUHATHIO MEP
M0 TPEAOTBPANICHUIO BO3MOXHBIX HETATUBHBIX  TMOCJEACTBHM  MOJAOOHBIX
HapyLICHUM.
06)  momw3oBarenu CK3W, Ha KOTOpBIX BO3IararoTcsi 00sS3aHHOCTH T10:
- obecneuenuto coxpanHoctu CK3U u kiar0o4eBbIX JOKYMEHTOB, MEpPEIaHHbIX
UM,
- coOmroieHnt0 yciaoBuil ucnonb3oBanus U xpanenus CK3U B cooTBeTcTBUM
C JKCIUTyaTalMOHHOW M TexHHueckor aokymeHtamuerl Ha CK3U um Hacrosmiei
HNucTpyKLImen.

4. Opranu3aunus 101nMycka noJjab3osareseit k padore ¢ CK3U

4.1. OOyuenue nomawp3oBarened npaswiam padbotel ¢ CK3U ocymiecTBisier
OtBercTBeHHBIM 3a  oOecmeueHue  Oe3omacmoctu 11/l B UCII/H.
HemocpenctBerno k pabore ¢ CK3M monp3oBatenu AOMYCKAOTCS TOCTE
oOyueHUus! U BbIJAUM «3aKJIIOUEHUsSI O MOATOTOBKE U JOIMYCKE K CaMOCTOSTEIbHOM
paboTe co cpeAcTBaMH KpUNTOrpapuuecKor 3aluThl HHPOpMarun», Gopma
KoToporo npuseaeHa B [Ipunoxenun 1 k Hactosmein MHcTpyKuuu.



5. Yuer CK3H

5.1. Ucnonszyemble wmn xpanumble CK3W, »skcmuyaranyoHHas w
TEXHUYECKasi JOKYMEHTalUMs K HHUM, KJIIOYEBBIE JOKYMEHTHI IMOJJIEKAT YUYETy C
WCIIOJIb30BaHUEM HMHAEKCOB WJIM YCIIOBHBIX HANMEHOBAHUM M PETHCTPALIMOHHBIX
HOMEPOB B «KypHalie ydeTa cpeACTB KpUNTOrpapuueckoi 3amuThl nHGopMauu,
ucnons3yembix B MAOY IIJIOJI r. benoropck, 3KCIUTyaTallUOHHOW U
TEXHUYECKON TOKYMEHTAIlUU K HUM, KJIIOUYEBBIX TOKYMEHTOB» (manee — XXypnan
yaetra CK3U), dopma koroporo mpuBenaeHa B [IpwimoxkeHun 2 K HACTOSIICH
HNHucTpyKumm.

5.2. Ilporpammubie CK3M  MOMDKHBI ~ yUWUTBIBATBCS ~ COBMECTHO  C
anmnapaTHbIMA CPEACTBAMHM, C KOTOPBIMH OCYIIECTBISIETCA WX IITAaTHOE
(GyHKIIMOHUPOBAHUE.

5.3. EnuHuneit ydera KIIOYEBBIX JOKYMEHTOB CYHMTAETCS KIIFOUEBOM
HOCHUTENIb MHOTOKPAaTHOT'O MCIOJIb30BaHUs, KIOYeBON OJOKHOT. Ecnu ouH U TOT
K€ KIIFOUEBON HOCHUTEIh MHOTOKPATHO HCIOJB3YIOT JJIS 3alMCU KPUITOKIIOUECH,
TO €ro KaXKIblid pa3 cieayeT perucTpupoOBaTh OTAEIBHO.

5.4. Bce mnomywyenusie odx3emiuisippl  CK3U, »skcrutyaTalimoHHOM U
TEXHUYECKON JOKYMEHTAllMd K HHUM, KIIOYEBBIX JOKYMEHTOB JOJIKHBI OBITH
BbIJaHbl no noAanuck B XKypnane yuera CK3U nonws3oBatensm CK3U, Hecynum
MEPCOHAIBHYIO0 OTBETCTBEHHOCTh 33 UX COXPAHHOCTb.

5.5. Ilpu Heobxoaumoctu noaszoBarento CK3U BeigaeTcss JOKyMeHTaIus Mo
skcrmyataunm  CK3M ¢ mocneayromum  Bo3BpatoM  OTBETCTBEHHOMY 32
obecrnieuenune 6e3onacHoctu I1/{n B UCII/IH.

5.6. Ecnm »skcrutyaTanimoHHOM M TexHUYeckor mgokymeHTtamueit k CK3U
MPEAYCMOTPEHO MPUMEHEHHE PA30BbIX KIKOYEBBIX HOCUTENICH WM KPUOTOKIIOUU
BBOJISIT M XpaHAT (HAa BECh CPOK WX AeiicTBus) HemocpeacTBeHHO B CK3U, To
TAKOM Pa30BbIM KIOUYEBOM HOCUTEND WIH JIEKTPOHHAS 3aMKCh COOTBETCTBYIOLIETO
KPUNTOKJIIOYA JIOJDKHBI  PETHCTPUPOBAThCS B «TeXHHUUYECKOM (armapaTHOM)
KypHajie ydyeTa CpeICTB KpUOTOrpaguyeckoil 3aummTsel uMHoOpmanuu», (opma
KoToporo mnpuseacHa B IIpunoxxenun 3 k Hacroswmend MHcTpykunm, Bepymemcs
HernocpeacTBeHHO noJib3oBaresieM CK3U. B TexuuyeckoM (anmapaTHOM) KypHalie
CK3U otpaxaror Taxke manHble 00 skcruryaranun CK3U u npyrue cBepeHwus,
MPEYCMOTPEHHBIE 3KCIUTYaTAllMOHHOW M TEXHUYECKOM JOKyMeHTanuuen. B nHbIX
clyyasx TexHudeckuil (ammapaTHbiil) xypHan Ha CK3U He 3aBoguTcs (eciu HET
NPSIMBIX YKa3aHUW O €ro BEICHUU B OJKCIUIYaTAlMOHHOW WJIM TEXHUYECKOU
nokymeHrtaruu k CK31).

5.7. OrtBercTBeHHbIH 3a obecneueHue 6e3onacHoctu I/ 8 UCII[IH 3aBoaut
Y BeZIeT Ha Kaxxaoro noabs3oBatens CK3U nuueBoi cuer, B KOTOPOM PETUCTPUPYET



yucisimmecs 3a HuMu CK3U, akcrutyaTalMOHHYIO M TEXHUYECKYIO JOKYMEHTALUIO
K HUM, KIIOYeBbIe JOKYMeHTbl. Popma nuieBoro cyera mnonb3zoBarens CK3U
npuBezieHa B [Ipunoxennu 4 k HacTosien MHCTpyKIuu.

6. Xpanenue CK3U

6.1. Iloms3zoBarenu CK3U nomksbl xpanuth uHcTaumpytomme CK3U
HOCHUTENIM, DSKCIUIyaTalMOHHYIO M TEeXHUYeCcKyr JokyMeHtauuio k CK3U,
KIIFOUEBbIE JOKYMEHTHl B IIKadax (SIIMKaX, XpaHWIUIIaX) B YCIOBHUSAX,
VCKITIOYAIOIINX OECKOHTPOJIBHBIN TOCTYINl K HUM, a TaKK€ UX HENpPEIHAMEPEHHOE
YHUUYTOXEHUE.

6.2. Tlomp3oBarenmn CK3W nomxHBI mpenycMOTPETh pasielibHOe Oe30MmacHoe
XpaHEHHE  JEUCTBYIOIIMX W PE3EPBHBIX KIIFOYEBBIX  JTIOKYMEHTOB,
IIPEIHA3HAYCHHBIX JUISI IIPUMEHEHUS B ClIy4Yae KOMIIPOMETAlUU JEHCTBYIOIINX
KJTFOUEBBIX JIOKYMEHTOB.

6.3. Jlns XpaHeHHS KIIOYEBBIX JOKYMEHTOB, OKCIUIyaTallMOHHOW U
TEXHUYECKON  nokymeHTauuu, AuctpuOytuBoB CK3UM  nomkHO  OBITH
NPEAyCMOTPEHO  HE0O0XOoIMMoe  4uciao  mKkapoB  (SIIMKOB,  XPaHWJIUIN),
00OpYy/IOBaHHBIX BHYTPEHHHMH 3aMKaMHU C JBYMS SK3EMIULIpaMU KIIOUEH HU
KOZOBBIMH 3aMKaM{ WJIM MPHUCIOCOOJICHUSIMU JUIsl OIEYaThIBAaHUS 3aMOYHBIX
CKBaXMH. OAMH DSK3EMIUIp KIIO4Ya OT XPAaHWIMINA JOJDKEH HaxOIWUThCS Yy
paOOTHHMKA, OTBETCTBEHHOro 3a XpaHuiumie. [ly0nukarel Kitouel oT XpaHMIIHIL
nonb3oBaTtenn CK3UM xpansat B ceiipe OTBETCTBEHHOro 3a oOecreyeHue
oe3onacHoctu 11/Iln B MCII[In mox moamuce B «OKypHane yuyera KiarO4Yedl OT
PEKUMHBIX MOMEILEHUH, KapT JJIA AOCTyNa B PEKUMHbBIE TOMEIEHUS, XPaHUIIHILL,
JUYHBIX TIeYaTel OT XpaHUIUID, popMa KoToporo npuseneHa B [Ipunoxenuu 5 k
Hactosien MHcTpyKkiuu.

6.4. AnmapatHble CpeACTBa, C KOTOPBIMH OCYIIECTBISIETCS IUTAaTHOE
¢ynkuonuposanne CK3M, a Takke ammapaTHble W anmapaTHO-IPOTpaMMHbIE
CK3M pomxHbl OBITH OOOPYIOBAaHBI CPEACTBAMHU KOHTPOJIA 332 MX BCKPBITHEM
(omeyaranbl, OTIJIOMOUPOBAHBI).

6.5. Mecrto oneuarsiBanus (oruiomoupoBanus) CK3U, anmapaTHbIX cpencTs
JIOJDKHO OBITh TAKUM, YTOOBI €70 MOYKHO ObLIO BU3YaJIbHO KOHTPOJIUPOBATh.

7. Ilepenauya u Bpigaya CK3U

7.1. Tlpu HEOOXOOUMOCTH TMepeAadyd MO TEXHHUYECKUM CPEACTBAM CBSI3H
CBEIEHUN KOH(MUICHIIUMATHLHOTO XapaKTepa, Kacaloluuxcsl OpTaHu3alid |
obecnieuenus pynkuuonupoBanuss CK3U, ykazanHbie cooOuieHUs HE0OXOIUMO
nepenaBaTh TOJbKO ¢ ucnosb3oBanuem CK3U.



7.2. Tlepemaya KpUNOTOKIIOYEH MO TEXHUYECKHMM CpPEICTBAM CBSI3U HE
JOMYCKAaeTCs, 3a MCKIIOYEHHEM CHENUalbHO OpPraHU30BaHHBIX CHUCTEM C
JEUEHTPAIN30BaHHBIM CHA0KEHUEM KPUIITOKIIOUYAMHU.

7.3. Tlepemaua CK3MU, skcruryatallmOHHON M TEXHUUYECKON JOKYMEHTAIMH K
HUM, KJIIOYEBBIX TOKYMEHTOB JOIYCKAeTCA TOJBKO Mexay nonb3oBarensimu CK3U
u (umu) OtBeTcTBeHHBIM 3a obOecrieuenue OezonacHoctu [[JIln B UCII[IH mon
noanuchk B coorBeTcTByronmx Kypnamax yyera CK3U. Takas nepemaua mexmy
nosb3oBaTessiMu CK3UW nomxHa ObITh caHKUMOHMpOBaHa OTBETCTBEHHBIM 3a
obecneuenue 6e3omacaoctu [1/1a 8 UCIT/IH.

7.4. Bplmaua KIIIOYEBBIX HOCHUTENEH, KIIOYEeBBIX JokyMeHToB, CK3U,
AKCIUTYaTallMOHHBIX U TeXHUYEeCKHX N0KyMeHTOB K CK3U monb3oBarensm CK3U
ocymecTBisieTcss OTBETCTBEHHBIM 3a obecnieuenue Oe3omacHoctu [1J1n B UCIIIH
Ha ocHoBaHnu JKypHaina yuyera CK3U.

7.5. ®akt BBIJAUM TOJB30BATENIO  KIHOYeBOro JgokyMenta, CK3MU,
DKCIUTYaTallMOHHOTO M TexHuuyeckoro aokymenta k CK3WM peructpupyercs B
Kypnana yuera CK3U.

8. Ilepecsblika u moaydenue CK3U

8.1. CK3MU u wirodeBbie JOKYMEHTBI MOTYT JOCTaBIATHCS (eabIberepcKoit
(B TOM 4mHCIIE€ BEIOMCTBEHHOH) CBS3bI0 HJIM CO CIENHUAIBHO BBIICICHHBIMU
paboTHuKamu Yupexaenus u3 uncina noiszoBareneid CK3U wim OTBeTCTBEHHOTO
3a obecneuenue OeszomacHoctu II[Jln B UCIIJJH npu cobOmroaeHun Mep,
UCKITIOYarommx 0ecKoHTpoJibHbIN nocTyn Kk CK3U u KitoueBbIM JOKYMEHTaM BO
BpeMsl JIOCTABKH.

8.2. DkcmyaTtaliMoHHYI0 W TexHuueckyro nokyMeHtanuio k CK3U moxHo
nepechlUIaTh 3aKa3HBIMU WJIHM IIEHHBIMU MTOYTOBBIMU OTIIPABIICHUSMH.

8.3. Jlna mepecbuiku CK3U m KiIH0YEBBIX JTOKYMEHTOB OHHU JIOJKHBI OBITH
MOMEIICHBI B IPOYHYIO YIAKOBKY, HCKJITFOYAIOITYI0 BO3MOXKHOCTh UX (PU3UYECKOTO
NOBPEXJIEHUS M BHEIIHEro BO3ACHCTBUSA, B OCOOCHHOCTH Ha 3alHCaHHYIO
kiodeByto  uHpopmanuo. CK3M  mepecbuialoT  OTAEIBHO OT  KJIIOUEBBIX
JOKYMEHTOB K HHMM. Ha ymakoBkax ykassiBaroT mnosnb3oBarens CK3U, mia
KOTOPOr0 3TH YIAKOBKM MpeAHa3HaueHbl. Ha Takux ymakoBKax JenaloT MOMETKY
«JlngHo». VYMakoBKM OIEYaTHIBAIOT TaKUM O00pa3oM, 4YTOOBI HCKIIIOYAIACh
BO3MOKHOCTh HW3BJICUEHUS M3 HUX COJIEPKUMOr0 0O€3 HapyIIeHUs YIMaKOBOK M
OTTUCKOB mnedaTu. J[0 mepBoHA4YalbHOW BBICBUIKK (MJIM BO3BpAlEHUA) aJpecary
COOOIIAIOT OTAEJbHBIM TMHCbMOM OINKMCAHUE BBICBUIAEMBIX €My YIaKOBOK H
neyaTeil, KOTOPbIMU OHU MOTYT OBITh OIl€YaTaHbl.

8.4. Jlna mepecbuiku CK3U, »sKcrlyarallmoHHOM W TEXHUYECKOM
JOKyMEHTallud K HHUM, KIIOYEBBIX JIOKYMEHTOB CIEAYyeT TMOATrOTOBUTH



COIIPOBOJUTENHHOE MMCHMO, B KOTOPOM HEOOXOAMMO yKa3aTh: YTO MOCHUIAETCS U B
KAKOM KOJIMYECTBE, YYETHBIE HOMEpPA W3ACIMM WA JOKYMEHTOB, a TaKXKe IpHU
HEOOXOJMMOCTH HAa3HAYEHHWE M  TMOPSIOK  HCIIOJIb30BAHUS  BBICHLIAEMOTO
otnpasieHus1. COMpoBOAUTEIBHOE MTMChMO BKJIAJIBIBAIOT B OAHY U3 YIIaKOBOK.

8.5. IlomyueHHble yHmakOBKH BCKpBIBaeT TOJIbKO Mosb3oBaTens CK3U, mis
KOTOPOTrO OHH IIpeAHa3HadeHbl. EcCiM coAepKUMOE IOJTYyYEHHOW YNAKOBKH HE
COOTBETCTBYET YKa3aHHOMY B CONPOBOJWTEIBHOM IUCHME MJIM CaMa YIAaKOBKA U
neyath — WX ONHCAHUI0 (OTTHUCKY), @ TaKXe €CJIM YMaKOBKa MOBPEXKICHA, B
pe3ynpTaTe 4ero oOpa3oBaicsi CBOOOAHBIN JOCTYNl K €€ COACPKUMOMY, TO
MOJIy4YaTellb COCTABIISIET aKT, KOTOPBIM BBICBHUIAET OTIHpaBUTENO. [loyyeHHbIE ¢
takumu otnpasieHus MU CK3U n kiroyeBble JOKYMEHTHI 10 MOIYYEHUsT YKa3aHUN
OT OTIIPABUTEIIS IPUMEHATH HE PA3pPELIACTCH.

8.6. Ilpu oOHapyxeHun OpaKOBaHHBIX KIIOYEBBIX JOKYMEHTOB HIIU
KPUIITOKJIIOYEH OJIMH HK3EMIULSIp OpPaKOBAaHHOTO M3JEIMS CIIEAYyEeT BO3BPATUTh
W3TOTOBUTEIIIO Il YCTAHOBJICHUS NPUYMH MPOUCHIEIIIETO M UX YCTPAHEHUS B
JNaJbHEUIIEM, a OCTAaBIIMECAd OK3EMIULAPBl XPAaHUTh 1O  IOCTYIUICHHUS
JOTIOJIHUTENIBHBIX YKa3aHUM OT U3TOTOBUTEIIA.

8.7. Tlomyuenue CK3MU, skcrmyaTalimoHHON ¥ TEXHUYECKON JOKYMEHTAIUHU K
HUM, KIIOUYEBBIX JIOKYMEHTOB JOJDKHO OBITh MOATBEPXKIACHO OTIPABUTENIO B
COOTBETCTBMM C TIOPSAKOM, YKa3aHHbIM B  COIPOBOJMUTEILHOM IIHCbME.
OTtnpaBuTenb 00s3aH KOHTPOJIMPOBATH JOCTABKY CBOMX OTIPABJICHHM ajpecaTam.
Ecim or agpecata CBOEBPEMEHHO HE MOCTYNHWIO  COOTBETCTBYIOLIETO
MOATBEPKACHUSA, TO OTHPABUTENDL NOJDKEH HANPABUTH €My 3alpoCc U NPHUHATH
MepBbI K YTOUHEHUIO MECTOHAXO0XKAECHHUSI OTIIPABJICHUM.

8.8. 3aka3 Ha W3rOTOBJICHHE OYEPEAHBIX KIIOUEBBIX JIOKYMEHTOB, HX
W3TOTOBJICHUE U PACCBIJIKY Ha MECTa UCIOJIb30BAHUSA I CBOEBPEMEHHON 3aMEHbI
NEHCTBYIOIIUX KIIFOUEBBIX JTOKYMEHTOB CIIEAYET NMPOU3BOAUTH 3a0JIarOBPEMEHHO.
VYkazaHue 0 BBOJE B JICCTBUE OYEPEIHBIX KIIOYEBBIX JOKYMEHTOB MOXET ObITh
naHo OtBeTcTBeHHBIM 3a oOecneuenue Oe3zonacHoctu [IJ]Iln B UCIIH TOonbKO
MOCJE TMOCTYIUIEHW OT Bcex 3auHTepecoBaHHbIX [lomp3oBarenern CK3U
IIOATBEPKACHUSA O ITOJIYYEHUH UMHU OYEPEIHBIX KIIOUEBBIX JOKYMEHTOB.

8.9. Heucnonb3oBaHHbIE WM BBIBEICHHbIE M3 JCUCTBHUS  KJIIOUEBbHIC
JOKYMEHThl ~TMOJJIeKaT Bo3BpamleHUut0o OTBETCTBEHHOMY 3a oOecredeHue
6e3onacnoctu [1J{n B UCIIJIH miin o ero yka3zaHUIO JTOJKHBI OBITh YHUUTOKEHBI
Ha MECTE.

9. Yanuroxkenue CK3U



9.1. VYHHMUYTOXXEHHE KpUITOKIIOUEeH (MCXOAHOW KIIOUeBOM WH(OpMAIIUN)
MOJKET MPOU3BOJIUTHCS IMyTeM (U3UYECKOTO YHUUYTONKEHHS KIIOUEBOIO HOCHTEIS,
Ha KOTOPOM OHHU pPAacCIHOJIOKEHBbI, WM TMyTeM CTUpaHus (pa3pylieHus)
KpUNTOKIIOUEH (MCXOMHOW  KiItoueBoM  uHGpopmaiuu) 0e3  MOBpEeKIACHUS
KJIFOUEBOIO0 HOCHTENs (s OOecredyeHs] BO3MOXKHOCTH €ro MHOTOKpPAaTHOTO
HCTIOJIb30BaHUSA ).

9.2. Kpunrtokmoun (UCXOMHYIO KIIOUEBYI0 WH(POPMAIUIO) CTHUPAIOT TIO
TEXHOJIOTUH, TPHUHITOA i1  COOTBETCTBYIOIIMX  KJIIOYEBBIX  HOCHUTENIEH
MHOTOKPAaTHOTO MCIOJIb30BaHus (IuckeT, kommakT-auckoB (CD-ROM), Data Key,
Smart Card, Touch Memory u T.11.). HenmocpeacTBeHHbIe NEUCTBUS MO CTUPAHUIO
KPUIITOKITIOUEH (MCXOMHOM KitoueBOM uWHQOpMaiuu), a TakkKe BO3MOKHbBIC
OTpAaHUYECHHS] Ha JajJbHEWIlEe NPUMEHEHHE COOTBETCTBYIOIIMX KIFOUEBBIX
HOCHUTEIIEH MHOTOKpPaTHOTO UCIIOJIb30BaHUS pErJIaMEHTUPYIOTCS
DKCIUTYaTallMOHHOW M TEXHUYECKOM AOKyMEHTauueu Kk coorBercrByrommum CK3U,
a TaKXe YKa3aHUSIMH OpraHu3alyy, NPOWU3BOJMBIINEH 3alUCh KPUITOKJIIOUEH
(ucxoHOM KIIFOYEBOM MH(OpPMALINH).

9.3. KiroueBbie  HOCHUTETM  YHHUTOXKAIOT  IyTE€M  HAHECEHUS UM
HEYCTPaHUMOI'0 (PU3MUYECKOTO TOBPEXKICHUS, MCKIIOYAIOIIEr0 BO3MOXXHOCTh MX
UCIIOJIb30BAHUS, A  TakKe  BOCCTAHOBJICHHS  KJIIOYEBOM  HMHQOpMAaIUU.
HenocpencTBeHHble JEHCTBUS M0 YHUYTOXEHUIO KOHKPETHOIO THIA KJIKOUYEBOIO
HOCHTEJISI PETVIAMEHTUPYIOTCS IKCIUTYaTallMOHHON M TEXHUYECKOW TOKyMEHTaen
Kk coorBercTByromuM CK3U, a Takke ykazaHUsIMU OpraHu3aluu, NPOU3BOAUBILIEH
3aMuCh KpUNTOKIIOUEH (MCXOMHOU KITF0UEBOU HHPOpMAITUN).

9.4. bymaxkHble W TMpPOYHE CropaeMble KIIOUEBbIE HOCHUTENM, a TaKkKe
AKCIUTYaTallMOHHYIO U TEXHUYECKYI0 JoKymeHTaunio K CK3U yHuuTOX)atoT myTeM
COKMTaHUS WK C TIOMOIIBIO JTIOOBIX OyMarope3aTeabHbIX MAIIIHH.

9.5. CK3U yHuutokawT (YyTWIM3UPYIOT) 10 pemeHuto Jlupexropa,
praaetomero CK3M, u ¢ yBenomJIeHMEM OpraHu3alid, OTBETCTBEHHOM B
coorBercTBUM ¢ [lomoxxenmem IIK3-2005 3a opraHuzamuioo MNO3K3EMIUISIPHOTO
yueta CK3MU.

9.6. Hameuennble k yHuuToxxenuto (yrunuzauuu) CK3U noanexar u3bsATHIO
U3 anmapaTHBIX CPENICTB, ¢ KOTOphIMU OHM (yHKIMoHupoBanu. [Ipu stom CK3U
CUMTAIOTCS  U3BSATBIMU U3  allapaTHbIX  CPEICTB, €CIM  HUCIIOJHEHa
MPEAYyCMOTPEHHAs] SKCIUTYyaTallMOHHOW M TexHU4eckou nokymeHtamuend k CK3U
nporeaypa ynainenus nporpammuoro obecnedueHus CK3U, u oHU TOJHOCTHIO
OTCOEIMHEHBI OT aIllapaTHBIX CPEJICTB.

9.7. llpuronmnele nnsi JaJIbHEMINIEr0 HCIONB30BAHUS Y37l W JE€TajIH
anmnapaTHbIX CPEeICTB OOIEro Ha3HAYEHUs, HE TIPeIHa3HAYeHHbIE CTICIIMAIBHO JIJIS
anmapaTHON peanu3aluy KPUNTorpaduuecKux aJrOPUTMOB WIM WHBIX (DYHKIIHMA



CK3U, a rtaxxe coBmectHO padortaromee ¢ CK3U obGopynoBanue (MOHHUTOPHI,
IPUHTEPBI, CKaHEpPbl, KJIaBUATypa W T.[I.) pPa3pelIaeTcs HUCIOJIb30BaTh IMOCIE
yanuroxenuss CK3U 6e3 orpanndenuii. [Ipu stom nHpopManius, KOTopas MOKET
OCTaBaThCS B YCTPOMCTBAX MNaMATU OOOpYyIOBaHUS (HapuMep, B MIPHUHTEpax,
CKaHepax), J0JDKHA ObITh HAJEKHO yialieHa (cTepTa).

9.8. KumtoueBple MOKYMEHTBI JIOJDKHBI OBITh YHHUYTOXXEHBI B  CpOKH,
yKa3aHHble B  OKCIUIyaTalMOHHOM M  TEXHUYECKOM  JOKYMEHTAlMH K
coorBercTByromiuM CK3UW. Eciu cpok YHHMUYTOXKEHHS 3KCIUTyaTallHOHHOM H
TEXHUYECKON JTOKYMEHTAMEN HE YCTAHOBIIEH, TO KIKOYEBbIE JOKYMEHTHI JOJKHBI
ObITh YHMYTOXKEHBI He mo3aHee 10 cyTok mociie BbIBOJAA HMX U3 JEHCTBUSA
(okoHuaHus cpoka nenctBus). Pakt yHUUTOXKEHUs odopmisiercs B JKypnare
yuera CK3U. B 311 %e cpoku ¢ OTMETKON B TEXHUUECKOM (almnapaTHOM) XKypHaie
MO/JIEKAT YHUYTOXKEHUIO Pa30BbI€ KIIOYEBHIE HOCUTEIM M PaHEEe BBEACHHAS, U
xpansmascs B CK3W wiM WMHBIX JONOJHHUTENBHBIX YCTPOMCTBAX KIIFOUEBAs
uH(popMaIus, COOTBETCTBYIOIIAsl BBIBEJECHHBIM U3 JEUCTBHS KPHUIITOKIIOYAM,
XpaHsIKuecss B KPUOTOIPA(QUUECKH 3allMIIEHHOM BHJI€ JIaHHBIE CJEAyeT
nepemu@poBaTh Ha HOBBIX KPUITOKIIIOYAX.

9.9. PazoBble KJIIOYEBBIC HOCUTENH, a TAK)XKE 3JIEKTPOHHBIE 3aMCH KITFOUE€BON
uH(pOpMAIUU, COOTBETCTBYIONIEH BBIBEJICHHBIM W3 JCHCTBUSA KPUIITOKIIIOUAM,
HenocpeacTBeHHO B CK3M  wiam  MHBIX  JONOJHUTENBHBIX — YCTPOMCTBAX
yHUAUTOXatoTcss  nonb3oBarenamu  CK3M  camocrodarensHO 104 MNOANUCH B
TEXHUYECKOM (aImapaTHOM) KypHalle.

9.10. KnroueBble JOKYMEHTHI YHUUTOXAroTcs 0o moibzoBatemsimu CK3U,
au6o OtBercTBeHHBIM 3a obOecneueHue OeszomacHoctu [/l B MCII[H mon
noanuck B XKypnane yuera CK3U, a yauuTokeHne OOJIBIIOT0 00heMa KIFOUEBBIX
JIOKyMEHTOB MOXKET ObITb O(POPMIICHO «AKTOM YHHYTOXKEHHUS MH(DPOBATHHBIX
(kpunTorpadudecKkux) cpeacT», popma KoToporo npusenaeHa B [Ipunoxenun 6 x
Hacrosmed Muerpykuuu. Ilpm sTtom mnome3oBarenssm CK3UW  pazpemaercs
YHUYTOXATh TOJIBKO UCIOJIb30BAHHBIE HEMOCPEICTBEHHO MU (IIpeIHa3HAYCHHbIE
st Hux) CK3U. locne yauutoxxkenus: nosis3oatenu CK3U nomkHbI YBEIOMUTH
00 3TOM MHUChbMEHHO WM YCTHO OTBETCTBEHHOTO 3a o0ecredeHne 0e30MmacHOCTH
ITIn 8 UCII/IH.

9.11. YHHYTOXEHHUE MO aKTy MPOU3BOJUT KOMHUCCHS B COCTaBE HE MEHEE JIBYX
yesoBek u3 yncia nosb3oBateneil CK3U. B akre yka3pIBaeTCs, YTO YHUUTOKAETCSA
U B KaKOM KoJiM4yecTBe. B KOHIle akTa Jenaercs UToromas 3amuch (Huppamu u
IPOMUCHIO) O KOJMYECTBE HAMMEHOBAHMM U HK3EMIUISIPOB YHUYTOXKAEMBIX
KJIFOUEBBIX  JIOKYMEHTOB, auctpuOytuBoB CK3M, 5sKcIulyaTallMOHHOM U
TEXHUYECKON JOKyMeHTauuu. VcnpaBieHuss B TEKCTe akTa JOJDKHBI ObITh
OFOBOPEHBI M 3aBEPEHBbI MOAMHUCIMU BCEX UIEHOB KOMHUCCHHM, NMPUHUMABIIUX



ydyacTue B yHHUTOXXeHHUH. O MPOBEACHHOM YHUUTOXCHHHM MAENAIOTCS OTMETKU
Kypuane yuera CK3U.

10. Komnpomerauus aeicTByromux Kiwoded k CK3U

10.1. K coObITHsIM, CBS3aHHBIM C KOMIIpOMETaIlMe Kitoued, OTHOCSTCA,
BKJIIOYAsi, HO HE OTPAaHUYUBASICh, CJICTYIOLIHUE:
— sIBHASI KOMITPOMETAIIHSI KITFOUCH:
— MOTEPS KIIFOYEBBIX HOCUTEIICH;
— NOTeps KIIOYEBBIX HOCUTEIIEH ¢ UX MOCIEAYIOIUM 00HApYKEHUEM;
— YBOJIbHCHHE pa0OOTHHKOB, HIMEBIITUX JTOCTYII K KITFOYEBOW HH(POPMAIINH;
— HapyIIeHNe MPaBUJI XPaHCHUS W YHUUYTOKEHHUS (ITOCIE OKOHYAHUS CPOKa
JEUCTBHUS) 3aKPBITOTO KITIOUA;
— HEsIBHASI KOMIIPOMETAIIUS KITFOUEH:
— BO3HMKHOBEHHE TIOJIO3PEHUH Ha yTeUdKy HWHpOpManMu Wi e
HUCKOKCHHUE B CHCTEME KOH(PHUACHITNATHHON CBSI3M;
— HapylIeHUe TIeYaTH Ha ceiie ¢ KITFOUEBBIMU HOCUTEIISIMU;
— Clly4a, KOT/Ia HeNb3s JOCTOBEPHO YCTAHOBUTH, UYTO MPOM3OILIO C
KITFOUEBBIMA HOCHUTEISIMU (B TOM YHCJE CIIy4adW, KOTJa KIIFOYeBOW HOCHUTEIh
BEIIICNT M3 CTPOSI M JIOKA3aTeIbHO HE OIMPOBEPTHYTa BO3MOXHOCTH TOTO, HTO,
JAHHBIM (aKT MPOU3OIIET B PE3yJNbTaTe HECAHKIIMOHUPOBAHHBIX JEHCTBUMN
3JI0YMBIIICHHUKA).

10.2. O HapymieHHsIX, KOTOpPhIE MOTYT TIPUBECTHU K KOMIIPOMETAIUU
KPHUIITOKITIOUEH, X COCTABHBIX YaCcTeW WJIU TEPelaBaBIINXCS (XPAHSIIMXCS) C UX
WCITOJIb30BAaHUEM CBEJEHUH KOH(MUICHIIMAILHOTO XapakTepa, TO0Jb30BaTeln

CK3H o06s3anb1 coobmmaTh OTBETCTBEHHOMY 3a obecrniedeHue OezomacHoct [1/1H
B UCII/IH.

11. MHCTPYKIHUA 110 BOCCTAHOBJICHUIO CBSA3H B C1y4ae KOMIIPOMETaluH
neicTeyromux kiawdeit k CK3U

11.1. KpunTtokiatoun, B OTHOIIEHUU KOTOPHIX BO3HUKIO TMOAO3PEHUE B
KOMIIDOMETAIMK, a TaKXe JCHCTBYIONIME COBMECTHO C HHUMHU Jpyrue
KPHUIITOKITIIOYM HEOOXO0IMMO HEMEJJIEHHO BBIBECTH U3 JIEHCTBHUS.

11.2. B upe3BbIUalHBIX Cly4yasix, KOrJa OTCYTCTBYIOT KPUITOKIIOUW JJIs
3aMEeHbl CKOMITPOMETUPOBAHHBIX, JOMYCKAETCA MO peleHruto OTBETCTBEHHOIO 3a
obecrieucHue 0e30MacHOCTH [11n B NCII/H, WCIIOJIb30BaHUE
CKOMITPOMETHPOBAHHBIX KPUITOKIKOYEH. B 3TOM cilydae nmepuo UCIOIb30BaHUS
CKOMITPOMETHPOBAHHBIX KPUNTOKIIOYEN JOIKEH ObITh MAKCUMAIBHO KOPOTKHUM, a
3amuinaeMas nHpopMalus Kak MOXKHO MEHee 1IEHHO.



11.3. O HapymeHusix, KOTOpPblE MOTYT TMPUBECTH K KOMIIPOMETAIUU
KPUNTOKJIIOYEH, UX COCTABHBIX YACTEH WM MepeaaBaBUIehcs (XpaHAILIEUcs) ¢ ux
UCIOJIb30BaHUEM KOHQUACHIMAIbHOW uH(popmauuu, mnonb3oBarenu CK3U
00s13aHbl coobmare OTBETCTBEHHOMY 3a obecrneueHue Oe3omacHoctu IIJIH B
NCIIH.

11.4. OcMOTp KIIIOYEBBIX HOCHUTENIEH MHOTOKPAaTHOIO  HCIIOJIb30BaHUSA
NOCTOPOHHUMH JIMIIAMH HE CIEAyeT pacCcMaTpuBaTh Kak IMOJO3PEHHE B
KOMITPOMETAIMN KPUIITOKIIOYEH, €CIIM MPU 3TOM HCKII0YaJach BO3MOYKHOCTh KX
KOIMPOBAaHUS (YTE€HUSA, PA3MHOKEHUS ).

11.5. B ciuydasx He#ocTauM, HENPENbSBICHUS KIIOUEBBIX JOKYMEHTOB, a
TaK)K€ HEONPEIEIEHHOCTH X MECTOHAXO0KJICHUS TPUHUMAIOTCSI CPOYHBIE MEPHI K
UX PO3BICKY.

11.6. MepompusiTusi 1O  pPO3bICKY H  JIOKaJU3alMd  MOCIEACTBHMA
KOMIIDOMETAIIMM  KIIFOUEBBIX JOKYMEHTOB OpPraHU3yeT U  OCYIIECTBISET
OtBeTcTBeHHBIN 3a oOecnieueHue 0e3omacuoctu 111 B UCIT/IH.

11.7. Topsanox omnoBemenuss noas3oBarened CK3UWM o mnpennonaraemoit
KOMITPOMETAIIMN KPUIITOKJIIOUEH M UX 3aMEHE yCcTaHaBIMBaeTCs OTBETCTBEHHBIM
3a obecneuenne 6e3onacHocty I1/n B UCITIH wimm ®Cb Poccun.

12. Pe:xuMHBIEe NIOMeEIleHUS]

12.1. Pasmemenue, crenuanibHOe 00OpyJOBaHWE, OXpaHAa W OpraHu3aIus
pexuMa B PEXUMHBIX ToMmemieHusx (manee — PII) momkHbl oOecneynBaTh
coxpanHocTb CK3WM u kimoueBbix AOKyMeHTOB K HUM. IIpu oOGopynoBanuu PII
JIOJKHBI BBITIOJHATHCS TpeOoBaHUs K pasmMenleHuto, MoHTaxy CK3U, a Takxke
npyroro obopyaoBanus, pyHkimonupytomiero ¢ CK3U.

12.2. Tlepeuennr PII, Bbigenennbix mnsa yctaHoBku CK3UW u  xpanenus
KJIFOUEBBIX JIOKYMEHTOB K HUM YTBEpKIaeTcs Mpuka3zom Pekropa.

12.3. PII BmimensitoT C  y4eTOM pa3MepOB  KOHTPOJUPYEMBIX  30H,
pPETJIAMEHTUPOBAHHBIX JKCIUIYaTallMOHHOW W TEXHUYECKOM JOKYMEHTAUUEH K
CK3M. PII pomkHbl HWMETh TMPOYHBIE BXOAHBIE [JBEPU C  3aMKaMHU,
rapaHTUPYIOIIMMU HaJACKHOE 3aKphITHE MOMENIeHU B Hepabodee Bpems. OkHa
PII, pacmonoxeHHbIX Ha MEPBBIX WM MOCIEIHUX ATa)kaxX 3JaHHUM, a TAKXKE OKHa,
HaxXOJSIIMECS OKOJO TMOXApPHBIX JIECTHUII U JPYTUX MECT, OTKyJa BO3MOKHO
nponukHoBeHue B PII  mocroponHmx smm, HeoOxoaumo 000pYyI0BaTh
METAJIMYECKUMHU PEIIETKAMH WJIM CTaBHSMHU, OXPaHHOM CUTHAJIM3alMEN WU
JPYTUMH CPEACTBAMM, MPEMATCTBYIOIIMMHA HEKOHTPOJIUPYEMOMY POHHUKHOBEHUIO
B PIL

12.4. Pa3zmemienue, crenuaibHOoe O0OOpyJOBaHHE, OXpaHa W OPTraHU3AIMS
pexnma B PII  OOMKHBI  HMCKIIIOUUTH BO3MOXKHOCTh  HEKOHTPOIUPYEMOTO



MIPOHUKHOBEHUSI WM MPEOBIBAHKS B HUX IMOCTOPOHHUX JIMII, @ TAKXKE MPOCMOTPa
NOCTOPOHHUMM JINLIAMH BEAYIINXCS TaM padoT.

12.5. Pexxum oxpansl PII, B Tom uuncie mpaBuia J0mycka paOOTHHKOB U
noceTuTeNed B pabouee U Hepabouee Bpemsi, ycTaHaBivMBaeT OTBETCTBEHHBIN 3a
obecnieuenue OezomnacHoctn [1JIH B UCII[An mo cormacoBanuto ¢ PexTopom.
Y CTaHOBIICHHBIM PEXUM OXpaHbl JOJDKEH MNPEIyCMAaTpUBATh NEPUOIAUYECKUN
KOHTPOJIb 32 COCTOSIHUEM TEXHUYECKUX CPEACTB OXPAHBI, ECIIU TAKOBBIE UMEIOTCS.

12.6. [IBepu PII momxHBI OBITH MOCTOSIHHO 3aKpBITHI Ha 3aMOK U MOTYT
OTKpPBIBATBCSI TOJBKO JUIsl CAHKIMOHUPOBAHHOIO NPOX0oJa pPabOTHUKOB H
nocerureneid. Kiroun OT BXOOHBIX ABEPEN HYMEPYIOT, YUUTBHIBAIOT WU BBIJAIOT
paboTHHKaM, UMerOIKUM TpaBo gomycka B PII, mox moamucek B «OKypHasne ydera
KJIFOUE OT PEKUMHBIX MMOMEIICHHM, KapT IJis JOCTYIA B PEKUMHbBIC TTOMELICHUS,
XpaHWINII, JIMYHBIX TeYaTe oT XpaHwiuily. JlyOmuKaThl KIIO4Ee OT BXOAHBIX
neepert Takux PII cnegyer xpanuth B ceiipe OTBETCTBEHHOTO 3a 0OECleueHHE
oe3omacuoctu 1111 B UCTIH.

12.7. JQyOnukatr kmoua oOT ceiipa OTBETCTBEHHOTO 3a oOecredyeHue
6e3onacHoctu [1/In B UCII/IH B oneyaTaHHOM yIMakoOBKE OJKEH OBITH MepeiaH Ha
xpaHeHue Pektopy mox pocnuch B «OKypHane ydera KIHOYEH OT PEKUMHBIX
MOMEIIEHUM, KapT ISl IOCTyNa B PEKUMHBIC MOMEIICHUS, XPAHUJIUI, JTUYHBIX
reyare OT XPAHUIULLDY.

12.8. [Ins mpenoTBpaiieHus: npocMmoTtpa u3BHe PII mx okHa JOMKHBI OBITH
3aIMIICHBI CTABHSIMH, K031, IITOPAMU U T.II.

129. PIl mo BO3MOXHOCTH JOJDKHBI OBITh  OCHAIICHBI  OXPAHHOU
CUTHAJIM3AIEH, CBSI3aHHOW CO CIY>KOOW OXpaHbl 3/IaHUS WU JISKYPHBIM TIO
opranuzanuu. HVcrnpaBHOCTh  CHUTHANIM3AIMU  TIEPUOJUYECKH  HEOOXOIUMO
MPOBEPATh COBMECTHO C TPEICTABUTENIEM CIIYXKObl OXpaHbl WIH JCKYPHBIM IIO
OpraHu3ally ¢ OTMETKOM B COOTBETCTBYIOIIMX KypHaIax.

12.10. TTo oxonuyanuu padouero aust PII u ycraHoOBiI€HHbIE B HEM XpaHUIIUIIA
JIOJDKHBI OBITH 3aKPBITHI, XpaHUJIUIIA oneyaTtaHbl. Haxoasmuecs B MOJIb30BaHUU
KIIFOYM OT XPAHWIMI JOJKHBI OBITh CIAHBI IMOJ TMOAMUCH B COOTBETCTBYIOIIEM
JKypHaJle yIOJHOMOYEHHOMY (JIKYpPHOMY), KOTOpPbIE XpaHAT 3T KIOUYU B
JMYHOM WJIM CIEUUAIIBHO BBIJIEJIEHHOM XPAHWIHIIIE.

12.11. Kiroun ot PII B orreyataHHOM BHE JOJDKHBI OBITH CIHAHBI 1O HOIINCH
B COOTBETCTBYIOIIEM JKypHAJIE€ CITYKObI OXpaHbl WIH JASKYPHOMY IO OpraHU3aIlun
OIHOBPEMEHHO C mepenader nox oxpany camux PII. Ilewatu, npenHazHaueHHbIE
JUIS ONE€YaThIBAHUSI XPAHWIHUIL, JOJDKHBI HAXOAuThes y mnousb3oBarenein CK3U,
OTBETCTBEHHBIX 34 3TU XPAHWIHILA.

12.12. [lpu yTpate Kiaroua OT XpaHWIMINA WIA OT BXoAaHOU nBepu B PIT 3amok
HEOOXOJMMO 3aMEHUTh WM TEpPEeeNaTh €ro CEKpeT C HU3TOTOBIEHHUEM K HEMY



HOBBIX KIIIOUEH C JOKYMEHTAJIbHBIM odopmiieHneM. Eciu 3aMOK OT XpaHMIAIIA
nepeaenaTh HEBO3MOXKHO, TO TAKOE XPAHUIIUIIE HEOOXOIUMO 3aMeHUTh. [lopsmok
XPaHEHUsI KJIIOYEBBIX U JAPYTUX JOKYMEHTOB B XPaHMWIHILE, OT KOTOPOTO yTpaueH
K04, JO W3MEHEHMsI CeKpeTa 3aMKa ycTaHaBiauBaeT (OTBETCTBEHHBIM 3a
obecneuenue 6e3onacuoctu [1J1n 8 UCIT/H.

12.13. B o6brunbix ycnoBusix PII, Haxonmsdmmecs B HHX oOleyaTaHHBIC
XpaHWIWIA, MOTYT OBITh BCKPBITBI TOJBKO mojib3oBarensiMu CK3U  wm
OtBercTBeHHBIM 3a oOecneueHue 0e3omacHoctu [1/1a B UCIT/IH.

12.14. Tlpu oOHapyXeHHUH NTPU3IHAKOB, YKA3bIBAIOIIMX Ha BO3MOXKHOE
HECaHKIIMOHUPOBAHHOE MPOHUKHOBEeHMUE B 3TU PII mim XpaHumumia mocTOpOHHUX
JIUI, O CIIYYMBIIEMCSI JOJDKHO ObITh HEMEIJIEHHO co001eH0 OTBETCTBEHHOMY 3a
obecrieuenue Oe3zonmacHoctu [IJln B MCII[IH, KOTOpBIM [OKEH OICHUTH
BO3MOYKHOCTh KOMITPOMETAITUN XPAHAIINXCS KIIOUEBBIX W JPYTUX JTOKYMEHTOB,
COCTaBUTh AaKT ¥ TPHUHATH TPH HEOOXOJUMOCTH MEphl K JIOKAJH3AIUH
MIOCJICJICTBUA KOMIIPOMETAINA WH(POPMAIUHA B K 3aMEHE CKOMITPOMETHPOBAHHBIX
KPHUNTOKIIOYEH.

12.15. Paszmemienue u wmoHtaxk CK3U, a Taxxke papyroro oOopynoBaHus,
dbynkuuonupyromero ¢ CK3U, B PII gomkHBI cBeCTH K MUHUMYMY BO3MOXHOCTb
HEKOHTPOJUPYEMOT'0 JIOCTyNa TIOCTOPOHHUX JIMIl K YKa3aHHBIM CPEACTBaM.
TexHuueckoe OOCTY>KMBaHHE TaKOro OOOpPYAOBaHHS W CMEHAa KPHUIITOKIIOYEH
OCYIICCTBJISIOTCS B OTCYTCTBHE JIUI, HE JIOMYIICHHBIX K pabOTe ¢ JaHHBIMH
CK3MH.

12.16. Ha Bpems orcyrcTBusa moib3oBareneii CK3U ykazanHoe oOopyaoBaHue
MIPY HAJTUYUHM TEXHUYECKON BO3MOKHOCTH JIOJDKHO OBITh BBIKJIIFOUEHO, OTKIIFOUEHO
OT JIMHUU CBSI3M M yOpaHO B oleyaThiBaeMble XpaHWIHIa. B mpoTuBHOM citydae
no coriacoBanuio ¢ OTBEeTCTBEHHBIM 3a obOecrieueHue OeszomacHocTu [IJ[H B
UCTIIlH HeoO0XoauMo TPEeIyCMOTPETh OPTraHU3AIMOHHO-TEXHUYECKHUE MEPHI,
HCKJIIOYAIOIINE BO3MOXKHOCTh HcToinb30Banusi CK3M nmocTtopoHHUMU JTUTIaMU.

13. PersiameHT npoBeeHusi KOHTPOJIsI COOTBeTCTBHA Hcnojb3oBanusa CK3U

13.1. KonTposab 3a opranuzamueil u odecrnedueHrueM 0e30MacHOCTH XpaHEHUS,
00paboTKH M Tepenadu Mo KaHajaMm cBs3u ¢ ucnoiibzoBanuem CK3U cBenmenwmit
KOH(HICHIIMATEHOTO Xapakrepa B Yupexaenuu OCYILECTBIISIIOT
YIOJHOMOYCHHbIE  (efiepalibHbIE  OpPTaHbl  HWCIOJHUTENBHOW  BIACTH WU
OpraHu3alus-IuIeH3uar. B Xxoae KOHTPoIIst U3y4aroTcsi U OLICHUBAIOTCA:

— opraHu3zaius 0€30MacHOCTH XpaHeHUs, 00pabOTKU U Tepe/layu Mo KaHajlaM
cBs13U ¢ ucnoaszoBanneM CK3U nndopmanum koHpUIeHINaTbHOTO XapaKTepa;

— JOCTUTHYTBHIA ~ yPOBEHb  KpUNTOTpauueckor 3ammTbl  HHGOPMAINH
KOH(DHICHIIMATEHOTO XapaKTepa;



— ycnoBus ucnodibzoBanust CK3U.

13.2. Tlo  pe3ynapTaTaM  TOCYAApPCTBEHHOTO  KOHTPOJISI  COCTaBIsieTCA
NOAPOOHBIA WIIM KpaTKuil akT, crapaBka. C akTOM MpOBEpKHU (CIPaBKO) MO
MOJIMKCH JIOJKEH OBITh O3HAKOMIIEH PekTop.

13.3. Ecnimu B wucnons3oBanun CK3U  oOHapyXeHbl HEAOCTaTKH, TO
OTtBercTBeHHBIN 3a oOecreuenue O6ezonacHoctr [1JIn B UCII/IH 00s3aH TpUHSITH
Oe30TIaraTeIbHbIE MEPHI 10 UX YCTPAHEHHUIO.

13.4. OtBeTcTBeHHBIN 3a oOecreuenue 6e3onacHoct I1/In B UCII[Ix 00s3an
KOHTPOJIUPOBaTh  BhIMOJHEeHUE Tmonb3oBaTessiMu  CK3UM  TpeboBanmii 1o
OpraHu3aliy U 00ecIeueHnI0 0€30MacHOCTU XpaHEeH I, 00pa0OTKU U Tepeaayu 1o
KaHallaM CBsi3u c ucnoib3oBanueM CK3U cBenenuit KOHGUIEHIIMATHLHOTO
Xapakrtepa, a Takxke yciuoBud wucnonb3oBaHus CK3U, ycraHOBIEHHBIX
AKCILTyaTallMOHHOM W TexHu4eckoil nokyMeHtaumei k CK3U, ceprudukarom
®Cb Poccun n UHCTpyK1LIKEH.

13.5. BuyTpeHHmMii  KOHTpOJb 3a  oOpraHuzamueii u  obecreyeHHeM
0e30macHOCTH XpaHEHUs, O00pabOTKM | Tepelauyd IO KaHajaM CBS3U C
ucnonb3zoBanueM CK3U cBenennii KoHQUIECHIIMATBHOTO XapaKTepa MPOU3BOIUTCS
B YupexaeHnuu | pa3 B roa.

13.6. B xo/e KOHTPOJISI U3Y4AIOTCS M OLEHUBAIOTCS:

— opraHu3zaius 0€30MacHOCTH XpaHEeHUs, 00pabOTKU W Mepelayu Mo KaHajlaM
cBs3u ¢ ucnoas3oBanueM CK3U cBenennit koHGUICHIIMATBLHOTO XapaKkTepa;
— BbITIOJTHEHNE HCTpYyKIUU.

13.7. C uenpio OleHKH OOOCHOBAHHOCTH W JOCTATOYHOCTH MEP, NMPHUHATHIX
JUTSL 320U ThI MH(pOpMAMK KOH(DHUICHIUAIBHOTO XapaKkTepa, YUpeKIeHue BIIpaBe
obpatutbcsi B DCh Poccun ¢ mpoch00i 0 MPOBEICHUM KOHTPOJIS 332 COOII0ICHUEM
npaBui mnosib3oBaHud CK3UM u yciioBui WX MCIOJIB30BAHUS, YKA3aHHBIX B
npaBuiiax nonb3zoBanus CK3U.

14. OTBEeTCTBEHHOCTH

14.1. Tlonb3oBatenu CK3U u OTBeTCTBEHHBIN 32 0OecneueHne 6e30MacHOCTH
[111 B UCII/IH HecyT NMYHYIO OTBETCTBEHHOCTh 3a COXPAHHOCTh BBIJAHHOW UM
KJIF0U€BOM MH(OpMaIU, HOCUTENEH U apoieil 10CTyna K HUM.

14.2. Tlons3oBatenu CK3U, ocymecTBistomue oOpadOTKy | 3allUTy
MEepPCOHATBHBIX JaHHBIX Ha, 00s3aHbl 03HAKOMUTHCS C JaHHONW MHCTpyKuuen nmon
MOAINCh.

14.3. Tlonb3oBatenu CK3U u OTBeTCTBEHHBIN 3a 0OecmedeHne 6e30MacHOCTH
[IIn B HCII[IH HeCcyT mEepCOHAIbHYIO OTBETCTBEHHOCTb 3a BBINOJHEHUE
TpeOoBanmil HacTosmen MucTpyKuu.

15. CpoK 1eiCTBUS U MOPATOK BHECEHHSI MI3MEHEHMU I



15.1. Hacrosmas MHCTpyKLMs BCTyaeT B CUILYy ¢ MOMEHTA €€ YTBEPKIACHUS U
JeiicTByeT 6ecCpoyHO.

15.2. Hacrosmas MHCTpyKIMS NOUIEKUT IIEPECMOTPY HE peXe OAHOIO pa3a B
TpH rojia.

15.3. U3meHenuss W JOMOJHEHMsT B Hacrosmyro MHCTpykuuio BHoOcCSTCS
npuka3zoM [upexkropa MAOY IIJIO/] r. benoropck.



