YTBEP)KILAIO

« oé{» m&@oﬁ 2024 1.

PETJIAMEHT
pearnpoBaHMs HA HHIHIEHTbI HHGOPMANHOHHOMN 0€30NaCHOCTH B
HH(OPMALHOHHBIX CHCTEMAX NEPCOHANBHBIX JAHHBIX

MAOY IO/ r. beaoropex

1. TepMuHBI H OnpeJeIeHUs

1.1.MudopmarnmonHasi cucreMa IEepPCOHATBHBIX MaHHBIX — COBOKYIIHOCTD
colepKamuxcs B 0a3zax JaHHBIX MEPCOHATHHBIX JAHHBIX U 00€CIeUYMBAIOIIUX MX
00paboTKy MHGOPMAITMOHHBIX TEXHOJIOTUNA U TEXHUUYECKUX CPEJICTB.

1.2.anuneHT uHOOPMAITHOHHON 0e30IacHOCTH — M000e HEeIpeIBUIEHHOEe
WA HeXeJaTelbHOe COOBITHEe, KOTOPOe MOXET HApyIIUTh AESITEeNBbHOCTL Ml
UHGOPMAITMOHHYTO 0€e3011aCHOCTb. WnamunenraMmu uHbOpPMALIHOHH
0e301acHOCTH SBISIOTCS:

— yTparta yciyr, 000pyIOBaHUS U YyCTPOUCTB;

— CHCTEMHBbIe COOU WU TTeperpy3Ku;

—  OIIMOKH IOJIb30BaTeNel;

— HecoONIoOfeHWe IOMUTHKHA WIH pPeKOMEeHJAlMi 0 WH(OPMALUOHHOI

0e3011aCHOCTH;

— HapylleHue QU3UYECKUX Mep 3alllUThI;

— HEKOHTPOJIUpYEMEIe U3MEHEHUS CUCTEM;

— cbou mporpaMMHOr0 00ecTiede s U 0TKa3bl TEXHUYECKUX CPEICTB;

— HapylleHWe IIpaBUJl JOCTYTIA.

1.3.06paboTka nepcoHaNbHBIX JaHHBIX — JF000€ NeHCTBHUE (orepatiiis ) i1
COBOKYITHOCTh NIeMCTBUH (omeparuii), CoOBepIaeMbIX C UCIIOIB30BAHUEM CpPE/IC |
aBTOMATHU3aIllMd WM Oe3 HCIIOIh30BaHUS TaKHX CPEICTB C IIePCOHANbHbLIN! |
JTaHHBIMU, BKJIIOYasi cOOp, 3aluch, CHUCTEMATH3alldI0, HAKOIUIEHHE, XpaHeHUeE,
yTouHeHUe (OOHOBIEHHE, HM3MEHEHHEe), H3BIeUeHHe, HCIIONb30BaHHUE, Iepeady
(pacmpocTpaHeHHe, MpeNoCTaBlIeHue, NOCTYM), oOe3nuuuBaHue, OJIOKMpOBaHME,
ylaJeHue, YyHUYTOXXEeHHE MePCOHANTBHBIX TAHHBIX.

1.4.TlepconanbHble maHHbIe — J00as WH(GOPMAIHS, OTHOCSIIAACA K IIPSIMO
WIA KOCBEHHO OIpe/eNieHHOMY WK OmpefeseMoMy (U3MYecKOMYy JIHILY
(cyOBeKTy nepcoHaIbHBIX JAHHBIX ).
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1.5.CpenctBo 3amuthl HHGOPMAIIMA — MPOTPaMMHOE OOECIeUeHHEe, MPOrpPaMMHO-
ammapaTtHoe oOecleueHue, amnmapaTHoe oOOecriedeHre, BEIIeCTBO WM MaTrepual,
npeIHa3HAYCHHOE WM UCTIONB3YeMOe IS 3allUThl HH(OPMAIIUH.

2. OO01ue moJoKeHus

2.1. Hacrosumuit PermameHT pearupoBaHusi Ha HMHIUACHTH HHGOPMAIIMOHHON
0e30macHOCTH B MH(POPMAIMOHHBIX CHCTEMax MepcoHabHbIX AaHHBIX MAOY IO/ r.
benoropck (nmanee — PernmamenTt), pa3paboTaH B COOTBETCTBHMM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®denepaniun 0 MEpCOHANBHBIX JaHHBIX (manee — II/lH) W HOpMaTHBHO-
METOJAMYECCKUMHU JOKYMEHTaMHu (eaepaIbHBIX OPraHOB MCIOJHUTEIBLHOW BIACTH TIO
Borpocam Oe3omacHoctu II/IH mpu ux o0paboTke B HMHPOPMALMOHHBIX CHCTEMax
nepcoHaNbHbIX JaHHbIX (Hanee — UCII/IH).

2.2. Hacrosmuii PermaMeHT onpenenser:

- MOPSIJIOK PETUCTpaIy COOBITUI 0€30MacHOCTH;

— MOPSIZIOK  BBISIBJICHUS ~ WHIUJCHTOB  MH(OpPMAIIMOHHOW  OE€30MacHOCTH U
pearupoBaHuUIO HA HUX;

— MOPSZOK TMPOBEJICHUS aHalM3a WHIMACHTOB HMH(POPMAIIMOHHON OE€30MacHOCTH, B
TOM YHUCJIE ONPEICIICHUE HCTOYUHUKOB U MTPUYUH BOSHUKHOBEHUS UHIIUICHTOB.

2.3. PermameHT o0s3aTeneH s McnojgHeHus Bcemu padotHukamu MAOY 1JIO/ r.
Bbenoropck (nanee — YupexaeHue), HEIMOCPEICTBEHHO OCYIIECTRISIOMMMHY 3amuTy [1/]0 B
NCII/H.

3. HNuHuuaeHtbl nHPOPMALMOHHOI 0€30MaCHOCTH

3.1. Kwunuuaenram Ub otHOCATCS:
— HecoOmoeHue TpedoBanmii no 3amure [1/1H:
- ucronp3oBanue OBM B 1ensix, He CBSA3aHHBIX C BBIIOJHEHUEM TPYIOBBIX
(city>keOHBIX, TOJBKHOCTHBIX, (YHKIIMOHAIBHBIX) 00S3aHHOCTEH;
— yrpara Hocurens 11/1x;
— yTpaTa KJIIOUYEBBIX TOKYMEHTOB, KJIOUEH OT IMOMEIICHWM M XPaHWJIUIL, JTUYHBIX
reyvareu, ya10CTOBEPEHH M, TPOIYCKOB.
- nonbITkd HC/I k TT/IH:
— noAOOp 4yXoro wuAcHTU(UKATOpa ¢ TMApOJs, TMOCIASAYIOUMNA JOCTYIl C
HCIIOJIb30BAHUEM YYXKOTO MapoJis;
— M3MEHEHHE HACTPOEK, COCTaBa, naposeit rexunueckux cpeacts UCII/x;
— M3MEHEHHE (YBEJIMUEHHE) MOJTHOMOYHM T0CTYIA;
— HapyILIEHUE [EIOCTHOCTH YCTAaHOBJIEHHBIX 3aIIUTHBIX IJIOMO;
— konupoBanue [1JIH Ha HeyuTeHHbIe CheMHbIE HOcuTeNH [1/1H;
— 3apaxxeHue padbouero mecta u/mmm cepsepa MCII/IH BpeqoHoCHO# mporpaMMoi;
— xuienue nocurenen [1/1H;
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— xuieHne Texunueckux cpencts UCI/IH;
- YMBIIUICHHOE HapylIeHne paboTocnocoOHocTH Texuuueckux cpencts UCITH;
- XUILIEHUE KPHUIITOCPEACTB, KIFOYEBBIX JIOKYMEHTOB, KJIIOUYE€M OT MOMEMICHUN H
XPaHWJIUILL, TIMYHBIX TI€YaTeH, y10CTOBEPEHUM, IPOMYCKOB;
- HECaHKI[MOHUPOBAHHOE NMPOHUKHOBeHUE B ntoMetieHus MCII/H;
- OYMCTKA AJIEKTPOHHBIX KYpPHAJIOB MOHUTOPHUHTA.
- coou B pabote Texundyeckux cpencts UCIT/In ObmecTBa.

3.2. K wunmuneuram Ub He oTHOCATCS:
- HEyJa4YHbIC MOMBITKH BTOPXKEHUM, KOTOPhIC ObUIM OOHAPY)KEHBI M HEUTPaIU30BaHbI
¢ ucnonabs3oBanuem C3U;
- HEy/ayHble TOMBITKH 3apaxeHuss pabounx ™ect wu/wim cepepoB HWCIIH
BpPEJIOHOCHON MpOrpaMMoOM, KOTOpble OBIIM OOHApYyKEHbl M HEUTPAIM30BaHBI C
ucrojib3oBanueM C3U

4. Tlopsiiok perucTpanuu coObITHII 0€30MACHOCTH

4.1. Peructpanus coosituii 6e3onacHoctu B MCII/IH ocyiiecTBisieTcs B CleayIomeit
IIOCJIEIOBATEIbHOCTH:

1)  OmpeneneHue coOBITHI 0E30MACHOCTH, IMOJUICKANIMX PETUCTPAIMU, H CPOKOB UX
XpaHEHHSI.

2) OmnpeneneHue coctaBa U cojepxkaHus UHGOpPMAIMU O COOBITUSIX 0€30MaCHOCTH,
MOJIEXKAIINX PETUCTPALIUU.

3)  CoOop, 3amuch ¥ XpaHeHHe HHHOPMAITUU O COOBITHUIX 0E30MACHOCTH.

4)  PearupoBaHue Ha cOOM NPU PETHCTPAIIMU COOBITUI OE30MMaCHOCTH.

5)  MonutopuHr  (IPOCMOTP, aHAJIMW3)  PE3yJbTATOB  PErHCTPAalMd  COOBITHIMA
0€30MacHOCTH U pearnpoBaHue Ha HUX.

6) I'eHepupoBaHHE BPEMEHHBIX METOK M (MJIM) CHHXPOHHU3AIUS CHCTEMHOTO BPEMEHHU B
NCII/H.

7)  3amuTa uHGOPMAIMK O COOBITUAX O0E30ITaCHOCTH.

4.2. CoObiTus Oe3omacHocTH, mnojiexamue peructpaiuu B WCIIH, 10KHBI
OTIPENIEIIATHLCS C YU€TOM CIOcOo00B peann3aiiuu yrpo3 6e3onacHoctu I11u nns UCTIH. K
coObITHsiIM  Oe3omacHocTH, mojiexkanuM peructpammun B WCIIJH, A0mKHBI OBITH
OoTHECeHbI JtoObIe TiposiBiieHus coctossaust UCITJIH 1 ee cucTeMbl 3amuThl, YKa3bIBAIOIINE
Ha BO3MOXHOCTh HApyIICHUS KOHPUICHIIMAIBHOCTH, IIEJIOCTHOCTH WJIU JIOCTYITHOCTH
I[Idu, moctynHoctu kommnoHeHToB WCII/IH, HapymieHus mnpoueayp, YCTaHOBICHHBIX
OpraHU3alMOHHO-PACTIOPSANTENIbHBIMU IOKYMeHTamMu 1o 3ammte [IJ[H, a Taxxke Ha
HapyluIeHUuEe ITaTHOro (YHKUMOHUPOBAHUS CPEACTB 3allUThl MH(pOpManuu (manee —
C3N).

4.3. CoOpiTusi 6e3omacHocTH, mnomanexamme peructpanuu B MCIIAH, u cpoku
XpaHEHUs  COOTBETCTBYIOIIMX  3alKMCEH  PETUCTPALMOHHBIX  KYPHAJIOB  JOJKHBI
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o0OecreynBaTh BO3MOXKHOCTb OOHApy)KEHHS, WACHTU(PUKALMK M aHAIM3a HHIMACHTOB
uH(popMaIMoHHON 6e30nacHoCTH, Bo3HUKIIUX B UCII/IH.

4.4, B UCIIJIH noanexart perucTpaiuu caeayronme COObITHS:

— BX0J1 (BBIXOJ), @ TaKXe MOMbITKA BXoAa cyobekToB noctyna B MUCII/Ix u 3arpy3ku
(ocTaHOBKA) OMEPALMOHHON CUCTEMBI,

- MOJIKJTIOYEHUE CheMHBIX MaIIMHHBIX HOcuTenel [1/]n u BeiBo I1/IH Ha HOCHTENH;

— 3almycK (3aBepllieHrEe) MpPOrpaMM U MPOIECCOB (3alaHMid, 3ajay), CBA3AHHBIX C
obpabotkoii [1/]H;

- OOHOBJIEHHE WIIN OMMOKY Tipu 00HOBIeHUU TTporpaMMHubIx cpeactB UCITdn u C3U;
— MONBITKA JIOCTyNla MPOTPAMMHBIX CpPEICTB K OMNPEAEIsEMbIM 3al[UIIAEMbIM
o0BbeKTaM JOCTyna (TEXHUYECKUM CpEACTBaM, y3jaM CETH, JIMHUAM (KaHajgam) CBS3H,
BHEIIHUM yCTPOMCTBaM, IporpaMmaM, ToMmaM, KaTajoram, (aitnam, 3amucsMm, MOISIM
3amuceil) U MHBIM 00ObEKTaM JI0CTYIIA;

- MONBITKU YAAJIEHHOTO JOCTYTIA.

4.5. CocrtaB u cogepkanue HHPoOpMalUu 0 COOBITUAX OE30MaCHOCTH, BKIIOYAEMOM B
3aMUCH PETUCTPAIIMN O COOBITUSIX O€30MaCHOCTH, JOJDKHBI, KAK MUHUMYM, OO€CIICUUTD
BO3MOKHOCTh MJCHTHU(UKAIIMU TUTIA COOBITHSI 0€30MaCHOCTH, JaThl U BPEMEHU COOBITHUS
0e301acHOCTH, UACHTU(DUKAIIMOHHOW WH(OpPMalMK UCTOYHUKA COOBITHS 0€30MacHOCTH,
pe3yabTar coObITUA 0e30macHOCTH (YCIHEIIHO WM HEYCICIIHO), CyObeKTa J0CTyIa
(mosib30Batenisa U (WJM) Tpoliecca), CBA3aHHOTO ¢ JAHHBIM COOBITHEM OE30MTaCHOCTH.

4.6. Ilpm peructpanuu Bxona (Bbixoaa) cyobektoB nocryna B UCII/x u 3arpy3ku
(ocTaHOBKA) OTMEPAIMOHHON CHUCTEMBI COCTAaB U COJACpKaHWE MH(POPMAIIUU JTODKHBI, KaK
MUHUMYM, BKJIIOUaTh JaTy U BpeMs Bxoja (BBIXO/Ja) B CHCTEMY (M3 CHCTEMbI) WIIU
3arpy3ku (OCTAaHOBKM) OTIEPAIIMOHHON CHUCTEMBI, pe3yJbTaT MOMBITKH BXoja (ycIemrHas
WM HEyCIelIHas ), Pe3yibTaT MOMBITKUA 3arpy3ku (OCTaHOBA) OMNEPAIMOHHON CHUCTEMBbI
(ycmenHasi UM HeyCHeniHas ), UaAeHTUPUKaTop, NPeabsIBIECHHbBIN MTPU MOMBITKE JOCTYIIA.

4.7. Ilpu peructpanvyd MOJKJIIOYEHUS CBEMHBIX MAaIlIWHHBIX HocutTened I[IJIH u
BbIBOAA II/[H Ha cbeMHBIE HOCHUTEIM COCTAB U COJEP)KAHUE PErMCTPALIMOHHBIX 3alucen
JOJDKHBI, KAK MUHHUMYM, BKJIIOYaTh AATy W BpeMsl MOAKIIOUECHHUS ChEMHBIX MAaIlMHHBIX
Hocutenedt IIJIn u BeiBoma IIJIH Ha ChEeMHBIE HOCHUTENU, JIOTHYECKOE HUMSI (HOMED)
MOJKIIOYAaEMOT0 ChEMHOTO MamuHHOTO Hocutens [IJ{n, waentudukarop cyoObekTa
nocryna, ocymectsisironiero Beisoa [1J1H Ha ceemubii HocuTens [1/1H.

4.8. Ilpu peructpanuu 3amycka (3aBeplICHHs) MPOrpaMM M MPOIECCOB (3alaHUi,
3a/1a4), CBA3aHHBIX ¢ 0OpaboTkoi I1/[H cocTaB u conepkaHue perucTpAllMOHHBIX 3alucen
JOJDKHBI, KaK MHMHHMMYM, BKJIIOYaTh JaTy W BpeMs 3amycka, uMms (UaeHTudukaTop)
mporpamMmel  (Tiporiecca, 3adaHus), UACHTU(DUKATOpP CyOBbeKTa mocTyma (yCTpoucTBa),
3ampocHUBIIEro mporpammy (Tpolecc, 3aJaHue), pe3yabTaT 3amycka (YCIHELIHbIN,
HEYCHEIIHbIN).
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4.9. Tlpu perucrpalu MOMNBITOK JOCTyNa MPOTPAaMMHBIX CpPEACTB (Iporpamm,
IpoLIecCOB, 3ajlay, 3aJaHui) K 3alMinaeMbiM (daiilaM cocTaB W COJEepKaHUe
PErMCTPALlMOHHBIX 3aMUCed JOKHBI, KAK MUHUMYM, BKJIIOYaTh ATy U BPEMs MOIBITKA
J0CcTyna K 3anuinaeMomy ¢aiily ¢ ykazaHueM ee pesyibTaTa (ycIeliHas, HeyCIelHas),
uaeHTU(GUKATOP CyObeKTa JocTyma (YyCTpOWCTBA), CICNM(PUKAIUIO 3amuiaeMoro (aiina
(Jiormyeckoe uMmsi, TUM).

4.10. Ilpu peructpaiuu MOIMBITOK JOCTyMa MPOTPAMMHBIX CPEACTB K 3allUANIAEMbIM
o0BbeKTaM JOCTyna (TEXHUYECKUM CpEACTBaM, y3jaM CETH, JIMHUAM (KaHajam) CBS3H,
BHEIIHUM YCTpOMCTBaM, IMporpamMmaM, TOMam, KarajoraM, 3alucsM, MOJSM 3arucei)
COCTaB M cojiepkaHue MHGOPMAIMK JIOJDKHBI, KaK MUHHMYM, BKJIIOYATh J1aTy U BpeMs
MOMBITKK JIOCTYIAa K 3alllMIIaeMOMy OOBEKTY C yKa3aHHUEM e€ pe3ysibrara (ycrelrHas,
HeyCIelHasi), uaeHTu@uKarop cyowbekTa noctyna (ycTpoiicTBa), crHenu(uKaiunio
3alUIIAeMOT0 00bEKTa JOCTYyNAa (JIOTHYECKOE UMsI (HOMED).

4.11. Tlpu peructpauuu nONBITOK yaaneHHoro npoctyna k MCII[IH cocraB u
cojiepkanre MH(OpMalMKM AOJKHBI, KAK MHUHUMYM, BKJIIOYaTh JAaTy U BPEMs MOIBITKH
yIaJEHHOTO JIOCTylla C YyKa3aHMEeM ee pesyibTata (ycHeliHas, HeycIemnrHas),
UIeHTU(UKATOP CyObeKTa JOCTyIa (YCTpOMCTBa), MCHOJIb3YyEeMbId MPOTOKOJ JIOCTYTIA,
UCTIONIb3yeMblii  uHTEepdeiic moctyna u (Wiu) HHYH UWHGOPMAIMI0 O TOMbITKAX
yaanennoro gocrymna k UCIT/IH.

4.12. COop, 3anmuchk U XpaHeHHe MHPOpPMAIMKA O COOBITUAX OE30MACHOCTH B TEUCHHE
YCTAHOBJICHHOTO BPEMEHU XpaHEHUsI T0JHKEH TPeayCcMaTpUBATh:

— BO3MOXXHOCTh BbIOOpa OTBETCTBEHHBIM 3a oOecmnedeHue OezomnacHoctu [IIH B
NCIIr u (mmm) AnmuauctpatopoMm MCIIJIH coObiTuii 6€301aCHOCTH, IOMJICKAIINX
perucTpalid B TEKYIIMH MOMEHT BpPEMEHH W3 TIepeuHs COOBITUI Oe30MacHOCTH,
ompeieNICHHbIX B MyHKTE 4.4 HacTosiero Pernamenta;

— reHepanuio (cOop, 3ammch) 3amuced peructpauuu (ayauTa) Il COOBITHH
0€30MacHOCTH, TOJUICKAIUX pPEerucTpanuu (ayauTy) B COOTBETCTBUM C COCTaBOM U
cozepkaHueM WH(OpMaIu, ONpeNeeHHBIMI B COOTBETCTBUU ¢ MyHkTamu 4.6 — 4.11
Hacrtogmero Perimamenra;

— XpaHeHne HWHGPOpPMAIMA O COOBITHSIX O€30MacHOCTH B TEUCHHE BPEMEHH,
YCTaHOBJICHHOTO B MyHKTe 4.3 HacTosero PernamenTa.

4.13. O0beM mamsTH Uil XpaHEeHUs UHPOPMAILIUUA O COOBITUSIX 0€30MaCHOCTH JOJIKEH
OBITh pacCYMTaH W BBIJIETICH C YYETOM THIIOB COOBITHH O€30MacCHOCTH, MO JIEKAIINX
pPETHCTpallid B COOTBETCTBUHM C COCTAaBOM U COJEpX)aHUEM HHGOPMAIMH O COOBITHIX
0€30macHOCTH, TOMJICKAIINX PETUCTpAIlMi, B COOTBETCTBUM C TyHkTamu 4.7 — 4.11
HacTosllero PernameHTa, MPOTHO3UPYEMOM YacTOThl BO3HUKHOBEHHUS MOJICKAIIUX
perucrpauMd  CoObITMM ~ 0€30macHOCTH, CpokKa  XpaHeHuss  HHPoOpMaluud O
3apEruCTPUPOBAHHBIX COOBITUAX O€30MaCHOCTH.
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4.14. B UCIIJIH 10MKHO OCYIIECTBISITECA pearnpoBaHUe Ha COOM MPH PETUCTPALUH
cOOBbITHI 0€30MacCHOCTH, B TOM YMCIIE allapaTHbleé U MPOrpaMMHBIE OUIMOKH, cOOM B
MexaHu3Max cOopa MHQOpMallUd U JOCTHKEHHUE Mpeferna WU MEepernolHeHus o0bema
(EMKOCTH) MaMsTH.

4.15. PearupoBanue Ha cOOM TpPH PETUCTPALUU COOBITUN O€30MaCHOCTU JIOJKHO
MIpPEeTyCMaTpPUBATD:

— NpeAynpexieHne (CUTHalu3alus, WHAUKAIMsI) O cOosix (ammapaTtHbIX U
POrpaMMHBIX OIIMOKax, cO0OsX B MeXaHU3Max cOopa MHGOPMAIMKM WU TEPErnOoTHEHUS
oObeMa (EMKOCTH) MaMATH) IIPU PETUCTPALIUK COOBITUI OE30ITaCHOCTH;

— pearupoBaHre Ha CcOOM TIpU PETUCTpAIlMUd COOBITUM O€30MacHOCTU IyTeM
m3MeHeHus: OTBeTCTBEHHBIM 3a obOecrnedueHue OezomacHocTu I[1/In B UCII[H u (wim)
Anmvunuctpatopom UCII[AH mapamerpoB cOopa, 3alucl W XpaHEHUS HHPOPMALMH O
COOBITHSIX 0€30MAaCHOCTH, B TOM YHCJIE OTKIIOYEHHE 3amucu MHGOPMAIMH O COOBITHSIX
6e3onacHoct oT yactu KoMroHeHToB MCII/IH, 3anmuck moBepx yCTapeBIIMX XpPaHUMBIX
3anucel COOBITUH OE30MaCHOCTH.

4.16. MouuTopuHT (MPOCMOTP W aHAJIM3) 3alUCed perucTparu (ayauTa) JOJIKEH
MPOBOAUTHCA JJISi BCEX COOBITUM, MOMJICKAIIUX PETUCTPAIIMM B COOTBETCTBUU U C
MEPUOJIMYHOCTHIO, YCTAHOBJIIEHHOM ONEPATOPOM, M OOECIEUYMBAIOIIECH CBOEBPEMEHHOE
BBISIBJICHHE MTPU3HAKOB UHIIMAEHTOB HHPopMannoHHoi 0e3omacHoctu B UCIT/IH.

4.17. B ciyuae BBIABJICHHS TPU3HAKOB UHITUACHTOB MH(DOPMAIIMOHHONM 6€30MacHOCTH
B MUCII[JH ocymecTBisercss IUIAHUPOBAaHUE W MPOBEACHUE MEPONPUSATHNA MO
pearupoBaHUI0 HA BBISBJICHHBIC MHIIMICHTHI 0€30MaCHOCTH B COOTBETCTBHH C MOPSIKOM
MIPOBEJICHUSI pa30MPATENIBbCTB 110 (hakTaM BO3HUKHOBeHUs HHIIUAeHTOB B ICIT/IH.

4.18. TlonyueHrne METOK BPEMEHH, BKIIOUAOIINX ATy W BPEMs, UCIIOJIb3YEMBIX MPHU
reHepanuu 3anuced peructpauuu (ayaurta) coOwbituii  Oe3omacHoct B MCII/H,
JNOCTUTAETCS IMTOCPEACTBOM ITPUMEHEHUS BHYTPEHHHUX cHUCTEMHBIX yacoB MCII/IH.

4.19. 3ammTa wuHpOpMAIUM O COOBITUAX OE30MaCHOCTH (3aMMCSIX PETUCTpaIuu
(aymuTa)) oOecrieunBaeTcss IPUMEHEHUEM MEp 3aIUThl HHPOPMAIUKA OT HEMPABOMEPHOTO
J0CTyTa, YHUUYTOXKECHHSI WM MOIUMDHUIIMPOBAHUS MU, B TOM YHCIE BKIIOYACT 3aIIUTY
CPEIICTB BEJICHHS PETUCTPAINH (ayIUTA) U HACTPOCK MEXaHU3MOB PETUCTPAIIMH COOBITHUH.

4.20. Joctyn K 3anucsM ayauTa W (DYHKIUSM yOpaBieHUS MeXaHU3MaMu
peructpauuu  (ayaura)  JIODKEH — MPEAOCTaBIATHCS — TOJIBKO — YINOJTHOMOYEHHBIM
JOJIKHOCTHBIM JIULAM:

— OTBETCTBEHHOMY 3a obecnedeHue 6e3omacuoctu [1/1n 8 UCTI/IH;
— aagmuuuctparopy UCII/H.

5. Ilopsinok BbIsSIBJIEHHS] HHIIUAEHTOB HH(POPMAIIMOHHOH 0€30MACHOCTH H

pearupoBaHusi HA HUX
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5.1. 3a BbIsSIBIEHHE WHIUJICHTOB MHGOPMAIMOHHON 0€30MacHOCTH U pearupoBaHHE
Ha HUX OTBEYAIOT:

- OTBETCTBEHHBIH 3a obecnieuenue 6e3omacHocTH [T B UCIIH;
- agmunuctparop UCII/H.

5.2. PaGotHukm YupexIeHUs, AOJKHBI COOOIIATh OTBETCTBEHHBIM 3a BBISBIICHUC
WHIIUJICHTOB MH(GOPMAIIMOHHON 0€30MMacHOCTH O JIFOOBIX MHIIUJICHTAaX, B KOTOPHIE BXOJIST:
— (dakThl TMOMBITOK W YCHENIHON pealn3allii HECAHKIMOHUPOBAHHOIO JOCTyNHa B
NCTI/IH, B moMmemieHnsi, B KOTOPHIX ocyiecTBisercst oopadborka [1/[H, n K XpaHuaumam
I11H;

- (bakTbl COOS UJTM HEKOPPEKTHOM pabOThI cCUCTEM 00pabOTKH HH(POPMALINH;
— dakTbl cO0st UM HEKOppekTHOM paboTel C3U;

(daxtel pazrinamenus [1/1H;
— dakThl paszriamieHus “HGOpMalUK O METOJaX M croco0ax 3alluThl U 00pabOTKU
[11H.

5.3. Bce HemtaTHble cuUTyanuu, (akThl BCKPHITHS U ONEUYATHIBAHUS TEXHUYECKHX
CPEIICTB, BBITIOJIHEHUSI MPOPUIAKTUYECKUX PAOOT, YCTAaHOBKM M  MOJUDUKAIIUU
amnmapaTtHbIX W mporpamMMHbiX cpenctB oOpabotku [[Jln B WCII[IH momxHBI OBITH
3aHECEHbl OTBETCTBEHHBIMH 32 BBISIBJICHUE MHIIMJICHTOB MH(DOPMAMOHHOW 0€301aCHOCTH
B «OKypHal yueTra HEIITAaTHBIX CUTyalui, (AKTOB BCKPBITUS W OIMEYaThIBAHUS
TEXHUYECKUX CPEACTB, BBINOJIHEHUS MpoPrIakTHYecKuXx paboT, YCTAaHOBKU U
MoAU(UKAIIMK aTlllapaTHBIX U MPOTPAMMHBIX CPEJICTB 00PaOOTKH MEPCOHATBHBIX JTaHHBIX
B MAOY IO/ r. benoropck, dbopma kortoporo ycrtaHoBieHa B [lpunoxenun 1 k
HacTosleMy PernaMeHTy Uiy B 3JIEKTPOHHBIE KypHaJbl onlepalnoHHOM cuctemsl u C3U.

5.4. AHanmu3 WHIUACHTOB MH(POPMALMOHHON O€30MacCHOCTH, B TOM YHCIIE
OTPE/ICJICHHE HMCTOYHUKOB M TMPUYMH BO3HUKHOBEHHUS HWHIMUJICHTOB, OCYIIECTBISETCS
COTrJIaCHO MOPSJIKY POBENCHUS pa30upaTesbCcTB Mo (PakTaM BO3HUKHOBEHUS! MHIIMICHTOB
uHpopmanmonHo 6ezonacHoctu B UCII/IH.

5.5. Mepbl 10 yCTpaHEHUIO TIOCIEJACTBUNM HHIIMACHTOB HWHMOPMAITMOHHON
0€30MacHOCTH, TUIAHUPOBAHUIO M TPHUHATHIO MEp MO MPEJOTBPAIICHUIO MOBTOPHOTO
BO3HUKHOBEHHUS UHIIUJEHTOB, BO3JIATAIOTCSI HA OTBETCTBEHHBIX 3a BBISIBIICHHE UHIIUJECHTOB
nH(pOpMaITMOHHOM 0€30TaCHOCTH.

6. OcHoOBHBIE 3TANBI NPOLECCA PEATHPOBAHUS HA HHIM/IEHTHI

6.1. Jluma, 3aHUMAarOIUEcs pearnpoBaHWEM Ha WHIUACHTHI, JODKHBI 00ECIEeUUTh
samuty WCIIJlH w npoundopMupoBaTh TOJb30BATENICH, O BAXHOCTH MeEp IO
obecrnieueHut0 HHGOPMAITMOHHON OE30MTaCHOCTH.

6.2. Jluua, 3aHMMaroOUIMECss pearupoBaHUEM Ha HMHIMJCHTHI, JOJDKHBI ONMpPENENUTh,
ABJISIETCSL JIM OOHApYXEHHOE HMMH C T[IOMOINBIO PA3JIMYHbIX CHUCTEM oOecreyeHus
UH(GOPMAIIMOHHONW 0€30MaCHOCTH COOBITHE MHIMACHTOM WM HeT. [Ins 3Toro Moryr



UCIIOJIb30BAThCSl  MyOJIMYHBIE OTYETHhl, IOTOKM JaHHBIX 00 yrposax, CpeacTBa
CTaTUYECKOTO M JUHAMHUYECKOTO aHaiu3a oO0pa3loB MNPOrpaMMHOrO OOEcleueHus u
apyrue  UCTOYHMKM  uHpopmammu. CraTuueckuil  aHanu3  BBINIOJHAETCS — 0e3
HEMOCPEICTBEHHOIO 3alycka HCCIeIyeMOoro o0paslia U MO3BOJSET BBIIBUTH pPa3lIUYHbIC
WHJNAKATOPbI, Hapumep, CTpoku, coaepxkamme URL-agpeca wim agpeca d7I€KTpOHHOU
mouThl. /J[nHaMUYeCKHii aHATIN3 TI0JIpa3yMEBAET BHITIOJHEHNE UCCIIEIYEMOM MTPOrpaMMBbl B
samuiieHHoi cpeae (Ilecounune) nnm Ha U30JUPOBAHHOM MAIIIMHE C LEJbIO BBISABICHUS
noBeieHus oOpasia u coopa apTedakToB ero padOThI.

6.3. Jluma, 3aHuMarolmMecs  pearupoBaHUEM  HA  HUHIMICHTBHI,  JOJDKHBI
UACHTU(UIUPOBATh CKOMIIPOMETHUPOBAHHBIE KOMIIBIOTEPHl M HACTPOUTH IpaBUiia
0€30MacHOCTH TaKUM 00pa3oM, YTOOBI 3apaKEHUE HE PACIPOCTPAHUIIOCH JIAJIBIIIE TIO CETH.
Kpome toro, Ha 3ToM 3Tane HEOOXOAUMO NMEPEHACTPOUTH CETh TaKUM 00pa3oM, YTOOBI
NCIIIx Mornu npooiKaTh padoTaTh 0€3 3apaKEHHbBIX MaIllvH.

6.4. Jlanee 1w, 3aHWMAIONIUECS pEarupoOBAaHUEM HA WHIUJCHTHI, YAAISIOT
BPEJOHOCHOE MPOrPaMMHOE OOECIIEYeHHEe, a TAKXKE BCE apTe(PakThl, KOTOPbIE OHO MOTJIO
OCTaBUTH Ha 3apaxeHHbIX kKoMibioTepax B UCII/IH.

6.5. Panee ckoMIpoMETHpOBAHHBIE KOMIIBIOTEPHI BBOJSATCA OOpaTHO B ceTh. [lpu
ATOM JIUIA, 3aHUMAIOIIMECS pearupoBaHMEM Ha WHIMJICHTBI, HEKOTOPOE BpeMs
MPOAOKAIOT HaOMoAaTh 3a cocTositHueM 3Tux MamuH u WCII[H B 1enoM, 4ToObI
yOEIUTHCS B TIOJTHOM YCTPaHEHUH YTPO3HI.

6.6. Jluma, 3aHUMarommecs pearupoBaHUEM Ha HMHIMJICHTHL, AHATU3UPYIOT
MIPOM3OIICAIINN HWHIMICHT, BHOCAT HEOOXOAMMBIC W3MCHEHUS B KOH(PUTYPAIUIO
MpOrpaMMHOT0 oOecrieueHuss U 000pyI0BaHUs, O00ECIEUUBAIONIETO WH(POPMAIIMOHHOM
Oc3omacHoCTH, HW  (POPMHPYIOT pEeKOMEHJAUM JJIS TOro, 4YToOBl B Oyayiiem
MIPEAOTBPATUTh MOJA00HBIE MHIIMACHTHI. [Ipy HEBO3MOXXHOCTH TOJIHOTO MPEAOTBPAICHUS
Oynymiell ataku COCTaBJICHHbIE PEKOMEHJIAIMM TO3BOJISIT YCKOPUTH pearupoBaHuE Ha
MMOT00HBIC MHITUICHTHI.

/. Tlopsinok mpoBeleHUs1 pa3doupaTeabCTB N0 (pakTaM BO3HUKHOBEHUS NHIMJIEHTOB
HHPOPMALIMOHHOI 0€30IACHOCTH

7.1. Jlna mpoBencHUs pa3OMpaTeNbCTB MO (pakKTaM BO3HUKHOBEHHUS HHITUICHTOB
MH(POPMAITMOHHON 0€30MaCHOCTH CO3AaETCS KOMHUCCHS, COCTOSINAs HE MEHee 4eM U3 3
YEJIOBEK C 0053aTEIbHBIM BKIIFOUCHHUEM B €€ COCTaB:

- OTBETCTBEHHOTO 3a obecreuenue 6e3onacuoctu [1/{n B UCII/IH,
— aqmuauctparopa UCIIIH.

7.2. Ilpencenmatenb KOMHCCHH OpPraHU3yeT padOTy KOMHCCHH, PEIIaeT BOIMPOCHI
B3aUMOJICUCTBUSI KOMHCCHM C PYKOBOIUTEISIMH U PabOTHUKAMH  CTPYKTYPHBIX
MOJpa3ACIECHU OpraHu3aluy, TOTOBAUT W BEAET 3acedaHds] KOMMUCCHH, MOANMCHIBAET
POTOKOJIBI 3acenanuii. [lo okoHUYaHWM PabOThl KOMHUCCHHM TOTOBUTCS 3aKJIFOYEHHUE IO
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pe3ynbTaTaM MPOBEAEHHOIO pa3dHUpaTeabCTBA, KOTOPOE IMepeAacTcsi Ha PacCMOTpPEHUE
Pekropy.

7.3. Ilpu npoBeneHun pa3oupaTesibCTBa YCTAaHABIMBAIOTCS:

— HaJM4ue caMoro (hakta COBEpIICHUS MHIIMACHTa MHPOPMALIMOHHON 0€3011acHOCTH,
CJTy>Kalller0 OCHOBAHUEM JIJIsl BBIHECEHUSI COOTBETCTBYIOIIETO PEIICHUS;

— BpEMsi, MECTO U OOCTOSITENIbCTBA BOSHUKHOBEHHUS MHIIMJICHTA, a TAKXKE OLICHKA €ro
MOCJICJICTBUH;

— KOHKPETHBIN paOOTHUK, COBEPIIMBIINI MHIUACHT UH(OPMAIIMOHHON 0€30MaCHOCTH
WJIY TIOBJIEKIIINI CBOMMH JICUCTBUSIMU BOZHUKHOBEHHS UHIIUJICHTA;

- HaJIMYue U CTENEHb BUHBI Pa0OTHUKA, COBEPIIMBIIECTO UHIIUIECHT UH(OPMAIIMOHHON
0€30MacHOCTH WJTM TIOBJIEKIIETO CBOMMU JACUCTBUSMU BOSHUKHOBEHUE UHIIUJICHTA;

— eI U MOTHBBI, CIOCOOCTBOBABIIIME COBEPIICHUIO MHIUACHTA HH(POPMAIIMOHHON
0€30IacCHOCTH.

7.4. B nensx npoBeneHHs pa3OuUpaTenbCTBa Bce PaOOTHUKH OOs3aHBI MO MEPBOMY
TpeOOBAaHUIO YJIEHOB KOMHUCCHUU TPEABSIBUTH [IJII MPOBEPKU BCE UHUCIAIIMECS 3a HUMU
MaTepuaibl U JOKYMEHTBI, 1aTh YCTHBIC WJIM TUCbMEHHBIE O0OBSICHEHUS 00 U3BECTHBIX UM
(hakTax 1Mo CymiecTBy 3aJJaHHBIX UM BOIIPOCOB.

7.5. PaboTHUK, COBEpIIMBIIMK HHIUACHT WH(OOPMAIIMOHHOW OE€30MacHOCTH WM
MOBJICKIITUN CBOMMHM JEHCTBUSAMHU BO3HMKHOBEHWE HWHIIUMICHTA, 00s3aH MO TpeOOBaHUIO
KOMUCCHUM TPEICTABUTh OOBSICHEHUS B NMUCbMEHHOW (popMe He MO3AHEe Tpex padbouux
JHEW C MOMEHTa TIOJYYEHMsI COOTBETCTBYMOIIero TpeboBaHusi. Komuccusi Brpase
MOCTaBUTh Mepea pPaOOTHUKOM IepeyeHb BOIPOCOB, Ha KOTOpble paOOTHUK OO0s3aH
OTBeTUTh. B cilydae oTkaza pabOTHHKAa OT MHUCHMEHHBIX OOBICHEHMM, KOMHUCCHEH
COCTABJIICTCS aKT.

7.6. PaboTHMK HWMeeT IpaBO, IO COIJIACOBAHHUIO C TIpejaceaaTesieM KOMHCCHH,
3HAKOMUTBLCS C MaTepHalaMHi pa30oMpaTenbCTBA, KACAIOMIUMHUCS JTUYHO €T0, U JaBaTh 10
MOBOJy HUX CBOM KOMMEHTapHH, MPEIOCTaBIATh JAOMOJHUTEIbHYIO WH(OpMAIUI0 U
nokyMeHThl. [lo OKOHuaHuM pa3z0oupaTenbcTBa PAOOTHUKY IS  O3HAKOMIICHUS
MPEOCTABIISCTCS] UTOTOBBIN aKT C BEIBOJAAMU KOMHUCCHH.

7.7. B ciayuyae naBneHus Ha paOOTHUKAa CO CTOPOHBI APYruX Juil (HE U3 COCTaBa
KOMHUCCHM) B BHJE MPOChO, yrpos3, IIaHTaka W Jp., MO BOMPOCaM, CBS3aHHBIM C
MIPOBEICHUEM Pa30MpaTenbCcTBa, PAOOTHUK 00s3aH COOOUTUTH 00 3TOM TMpEAcenaTesto
KOMHCCHHU.

7.8. Jlo okoHuYaHMs paOOThl KOMHUCCUM M BBIHECEHHS PEIIEHUS YIeHaM KOMHCCUU
3ampelraeTcsl pasriamaTh CBEICHHUS O XOJ€ MPOBEACHUS pa3OuparesbCcTBa M CTaBIIWE
U3BECTHBIE UM OOCTOSATEIHCTBA.

7.9. B npouecce npoBeneHus pa3oupaTeabCTBA KOMUCCUEN BBISCHSIOTCS:

— MepeyYeHb Pa3rilallleHHbIX CBEJICHU;

- IIPUYMHBI PA3TIIALIECHNS CBEICHUM;
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- JIM1a, BUHOBHBIE B pa3rialleHUuH CBEACHUM;

— pa3mep (3KcrepTHas OLIEHKa) MPUYMHEHHOTO yiepoa;

— HEJIOCTATKU ¥ HAPYIICHMS, TOMYIIeHHbIE paOoTHUKaMu 1ipHu padoTte ¢ [1]1H;

— WHBIE OOCTOSITENILCTBA, HEOOXOIUMBIC JUISl ONPEACICHUS] MPUYMH pasrialleHUs
[1/11, cTreneHW BUHOBHOCTH OTIEIBHBIX JIUI, BOBMOXXHOCTH MPUMEHEHUSI K HUM Mep
BO3JEUCTBUSL.

7.10. Tlo 3aBepuieHHH pa30UpaTeIbCTBA KOMHUCCHUEH COCTaBIseTCS 3akiioueHue. B

3aKJTFOYCHUH YKa3bIBAIOTCS:

— OCHOBAHWE JIJIs1 IPOBEICHUS Pa30UpaTeIbCTBA,;

— COCTaB KOMHUCCHUU U BPEMS IIPOBEJICHUS pPa30nUpaTeIbCTBa,;

- CBEJICHUS O BPEMEHH, MECTE M OOCTOSITEIIbCTBAX BO3HUKHOBCHHS WHIIMJICHTA
nH(pOpMaITMOHHOM 0€301aCHOCTH;

— CBEJICHUS O PaOOTHHKE, COBEPILMBILIEM HHIMACHT HHGOPMAIIMOHHON 0€30MaCHOCTH
WJIM TIOBJICKIIIEM CBOMMU JIEHCTBUSIMU BOBHUKHOBEHUE MHIIUJICHTA (JOJIKHOCTD, (paMuUIIus,
MM, OTYECTBO, TOJl POKICHUS, BpeMsl pabOThl B YUPEKICHUHU, a TaKKEe B 3aHUMaeMas
JOKHOCTB);

- IeIM W MOTHBBI pPaOOTHHMKA, CIIOCOOCTBOBABIIKME COBEPIICHUIO WHITUACHTA
nH(pOpMaITMOHHOM 6€301IaCHOCTH;

— MIPUYUHBI U YCIIOBUS BOSHUKHOBEHHUS UHIIUJIEHTA WH()OPMAIITMOHHON 0€30MacHOCTH,
— JAHHBIC O XapaKTepe U pa3Mepax MPUINHEHHOTO B pe3yJbTaTe MHITUACHTA yIepoa;
— MPEIIOKEHUSI O Mepe OTBETCTBEHHOCTH PAaOOTHHMKA, COBEPIIUBIIECTO WHITHICHT
nH(OpPMAITMOHHONM 0€30MaCHOCTH WJIM TOBJICKIIETO CBOMMU JACHCTBUSMU BO3HUKHOBEHHE
WHIIAICHTA.

7.11. Ha ocHOBaHMM 3aKJIIOYCHHS BBIHOCHUTCS PpEIICHHE O IPUMCHCHHH Mep
OTBETCTBEHHOCTH K PaOOTHWKY, COBEPIIMBIIEMY HWHIWICHT WM TOBJIEKIIEMY CBOUMU
JEHUCTBUSAMH BO3HUKHOBEHHE HWHIIMJICHTA, TAaKK€ O BO3MEIICHUHW yIIepOa BHHOBHBIM
pabOTHUKOM (WJIM €TO 3aKOHHBIM TPEICTaBUTEIIEM), KOTOPOE JOBOIAUTCS 0 YKa3aHHOTO
paboTHHKA B TUCEMEHHOM (hOpMeE TOJ] PACIIUCKY.

7.12. Bce marepuanbl pa3OupaTebCcTBA OTHOCITCS K WH(GOPMAIMU OTPAHUYECHHOTO
J0CcTyna W XpaHsaTcss B TeueHue S5 ser. Komuu 3akifOdeHHsi W PACTOPSKEHUS TIO0
pe3ynbTaTaM pazOupaTesbcTBa MPUOOIIAIOTCS K JIMYHOMY JIeNTy paOOTHHKA, B OTHOIICHHUH
KOTOPOT'O OHO MTPOBOJIAIIOCH.

8. OTBEeTCTBEHHOCTH

8.1. Bce pabGotHuku, ocymiecTBistomue 3amuty [1J[H, 00s13aHBI 03HAKOMUTHCSA C
JaHHBIM PeriiaMeHTOM 1101 ITOATIHUCH.

8.2. Pa0OTHHMKM HECYyT IIEPCOHAJIBHYIO OTBETCTBEHHOCTb 3a  BBITIOJIHEHHUE
TpeboBaHui HacTosIIero PernmamenTa.
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9. Cpok aelicTBUS M NOPATOK BHECEHUSI M3MEHEeHUI

9.1. Hacrosmmii PermameHT BcTymaer B CHIIy C MOMEHTa €ro YTBEPXKICHHUS H
JENUCTBYET OECCPOUHO.

9.2. Hacrosmmii PernaMeHT MOANICKHUT MEPECMOTPY HE peke OJHOrO pa3a B TPH
roja.

9.3. H3MeHeHuss W JONOJHEHUs B HacTosAuMil PeriameHT BHOCATCA NpUKa3oM
Hupexropa MAOY LIIO/I r. benoropck



